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1 Introduction 
The internal audit plan for 2021/22 was approved by the Joint Audit Committee at the April 2021 meeting. This report provides an update on progress against that plans and 
summarises the results of our work to date. The Executive Summary and Key Findings of the assignments below in bold are attached to this progress report.   

 

 
Final Reports - Since the last JAC, we have finalised three Cambridgeshire only reports and four BCH reports. 

 

Draft Reports – We have issued one Cambridgeshire only draft report since the last meeting and are in the process of agreeing management 
actions. 

 

Year end Opinion - We have finalised two reports with a negative opinion to date (BCH Procurement Follow Up - ‘Little Progress’ and ICT Asset 
Distribution ‘Partial Assurance’). These will not in isolation result in a qualified opinion(s). We will provide further updates as the plan progresses 
and more reports are finalised.  
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2 Reports 
 
2.1 Progress against the internal audit plan 2021/22 Cambridgeshire only 

Assignment  Status / Opinion issued Actions agreed Target timing as per plan 

Low Medium High 

Estates – Project Management Final Report 
Reasonable Assurance 

2 3 0 Q1 

Risk Management (OPCC & Constabulary) Final Report 
Reasonable Assurance  

(Constabulary) 
2 1 0 

Q2 
 

Substantial Assurance  
(OPCC) 

3 0 0 

Budgetary Control* Final Report 
Reasonable Assurance 

3 4 0 Q3 

Capital Accounting & Fixed Assets Draft Issued  
20 December 2021 

   Q3 

Covert Human Intelligence Source (CHIS) 
Payments and Covert Accounts 

Final Report 
Reasonable Assurance 

4 4 0 Q3 

Seized/Lost Property and Controlled Drugs Final Report 
Substantial Assurance 

2 0 0 Q3 

Follow Up Planned 
28 February 2021 

   Q4 
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Assignment  Status / Opinion issued Actions agreed Target timing as per plan 

Low Medium High 

Governance (OPCC)* Planned 
04 March 2022 

   Q2 

*Please see appendix A 
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2.2 Progress against the internal audit plan 2021/22 Bedfordshire, Cambridgeshire and Hertfordshire 
Collaborative  

Assignment and Organisation Lead Status / Opinion issued  Actions agreed Target start date 
(As per Audit Plan) Low Medium High 

Remote Working* Hertfordshire Final Report 
Advisory 

0 2 0 N/A 

ICT – Distribution of 
Assets 

Hertfordshire Final Report 
Partial Assurance 

0 5 1 Q2 

Proceeds of Crime Bedfordshire Final Report 
Reasonable Assurance 

8 2 0 Q2 

Procurement Follow up Cambridgeshire Final Report 
Little Progress 

1 2 1 Q3 

Firearms Licensing* Hertfordshire Planned 
03 February 2022 

   Q3 

Corporate Review – BCH 
Governance * 

Cambridgeshire In Progress    Q1/2 
 

Data Resilience * Hertfordshire Planned 
24 January 2022 

   Q3 
 

Payroll including overtime* Cambridgeshire In Progress    Q3 
* Please see appendix A 
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Appendix A – Other matters 
Changes to the 2021/22 audit plan 
Since the last Committee, we have agreed the following change to the audit plan.  

Note Auditable area Reason for change 

1 Data Resilience Following internal discussions by Management, it has been requested that the original review (ICT Risk 
Assessment) be replaced with an audit on Data Resilience, which we are advised would be more beneficial 
to BCH at this time. 

2 Corporate Review – BCH Governance This review has been paused at managements request and is likely to form part of the 2022/23 BCH 
internal audit plan. 

 

We have reported the following changes to the JAC previously: 

Note Auditable area Reason for change 

1 Corporate Review – BCH Governance Planned start date moved from Q1/2 to Q3 due to PCC elections. 

2 Budget Control Brought forward at the request of Management as the key finance staff will be starting to focus in on the 
MTFP and budget setting in Nov / Dec. 

3 Governance (OPCC) Pushed back at the request of Management to enable the new PCC time to review the current framework.  
The OPCC is currently reviewing governance arrangements and requested a delay of the Internal Audit 
review to Q4 to give time for new processes to be embedded. 
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4 BCH - Remote Working We have agreed the scope and questionnaire for this review on remote working. Due to the timing of the 
work to be completed, we will include this in the audit plan for 2021/22 and the report has now been issued. 

5 Payroll Start date delayed due to RSM auditor sickness and the audit has now been moved into Q4 with the 
agreement of management. 

6 Firearms Licensing Requested change by management following the events in Plymouth in August 2021. This replaces the 
Emergency Services Network review which has been put back to 2022/23. 

The review commenced in October but has been paused to allow time for the department to complete their 
own review. This is now scheduled to be undertaken on 3 February 2022. 

 

Annual Opinion 2021/22 
The JAC should note that the assurances given in our audit assignments are included within our Annual Assurance report. In particular the JAC should note that any negative 
assurance opinions will need to be noted in the annual report and may result in a qualified or negative annual opinion.  We have finalised two reports with a negative opinion 
to date (BCH Procurement Follow Up - ‘Little Progress’ and ICT Asset Distribution).  These will not in isolation result in a qualified opinion(s). We will provide further updates 
as the plan progresses and more reports are finalised. 

Added value work 
We have issued our latest quarterly Emergency Services client briefing since the last Joint Audit Committee and this on the agenda for information:  

• Emergency Services News Briefing (November 2021) 

Quality assurance and continual improvement  
To ensure that RSM remains compliant with the IIA standards and the financial services recommendations for Internal Audit we have a dedicated internal Quality Assurance 
Team who undertake a programme of reviews to ensure the quality of our audit assignments. This is applicable to all Heads of Internal Audit, where a sample of their clients 
will be reviewed. Any findings from these reviews being used to inform the training needs of our audit teams. 
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The Quality Assurance Team is made up of; the Head of the Quality Assurance Department (FCA qualified) and an Associate Director (FCCA qualified), with support from 
other team members across the department.   

This is in addition to any feedback we receive from our post assignment surveys, client feedback, appraisal processes and training needs assessments.  
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Appendix B – Executive summaries and action plans from finalised reports 
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With the use of emails for the transfer of information, and through electronic communication means, remote working has meant that we have been able to 
complete our audit and provide you with the assurances you require. It is these exceptional circumstances which mean that 100 per cent of our audit has 
been conducted remotely. Based on the information provided by you, we have been able to undertake our sample testing. 

Why we completed this audit 
An audit of budgetary control was completed as part of the approved Internal Audit Plan for 2021/22, to enable the OPCC and Constabulary to take 
assurance that budget management and control processes are in place and operating effectively, to monitor the effective use of funds and the achievement of 
financial targets. 

The OPCC and the Constabulary utilise the Cedar e-Financials system to manage budgets, and responsibility for the Constabulary’s revenue budget lies with 
the Chief Constable. Budget Managers have devolved responsibility for the management of budget areas, with support provided by the Management 
Accounts Team. The key responsibilities of Budget Managers are defined within the Force Financial Instructions (FFIs). 

The revenue budget for the 2021/22 financial year was set at £161.7m, with this agreed by the Police and Crime Panel (PCP) and the Business Coordination 
Board (BCB) in February and March 2021 respectively. Monthly reports of expenditure against budget are provided to the Force Executive Board (FEB) and 
BCB. The Chief Finance Officer for the Police and Crime Commissioner is part of the membership of the BCB and is therefore able to hold the Force to 
account regarding budgetary control. At the end of June 2021, the OPCC and Constabulary had a forecasted year end overspend of £58k in the August 2021 
report to the FEB. The report also presented a detailed analysis of the reasons and areas for variances from year to date and progress on savings. 

As part of our review, a questionnaire was issued to Budget Managers to assess budgetary control processes. The results of this are provided in Appendix B. 

Conclusion  
We found that responsibilities for budget management, including those of Budget Managers, were clearly defined within the FFIs, and we confirmed that 
Budget Managers had been provided with formal budget management training in March 2021. With regards to the revenue budget for 2021/22, we confirmed 
that this was approved by the BCB and PCP and agreed by Budget Managers via budget letters. Through comparison of the approved budget to budget 
reports, budget letters and data in e-Financials, we were able to reconcile the initial budget uploaded to e-Financials for 2021/22 to the approved budget. 

We also confirmed via sample testing that monthly reports of actual and forecasted expenditure against budget are being provided to Budget Managers, with 
these reviewed alongside their Finance Business Partner, whilst we noted that Constabulary budget position is being monitored monthly by both the FEB and 
BCB. 

However, we have agreed four medium priority actions to address inaccuracies in cost centre mapping and the budget data reported to Budget Managers, as 
well as comprehensive checks not being performed to ensure that budget reports presented to the FEB and BCB are accurate to the general ledger, and 
authorisation not being evidenced for virements. Further issues were identified relating to guidance documents and the budget setting timetable. 

EXECUTIVE SUMMARY – BUDGETARY CONTROL 
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Internal audit opinion: 

Taking account of the issues identified, the OPCC and Constabulary can take reasonable 
assurance that the controls upon which the organisation relies to manage this area are suitably 
designed, consistently applied and effective.  

However, we have identified issues that need to be addressed in order to ensure that the 
control framework is effective in managing the identified area. 

 

Key findings 
Our review identified the following issues detailed below, resulting in the agreement of four medium priority management actions, as well as 
further issues resulting in the agreement of three low priority actions which are included in the detailed findings section of the report:  

 

Accuracy of reporting to Budget Managers 

Through comparison of the figures detailed in the month three reports for a sample of five budget areas to e-Financials, we noted that for three of 
the budget areas, the figures for actual or forecast expenditure within the report did not agree back to E-financials. In all three cases, we were 
advised by the Principal Management Accountant that the figure in the report had been incorrect or out of date at month end.  

The Principal Management Accountant informed us that in two cases, this was due to an error made by the Finance Business Partner when creating 
the budget report, with the accuracy of the report not appropriately checked back to e-Financials. In the remaining case, they advised us that the 
discrepancy was due to the report being created prior to month end due to time pressures, with a journal posted after this, altering the actual 
expenditure level. However, we noted that this change had not been highlighted to the Budget Manager. 

If Budget Managers are not provided with up to date and accurate data on their actual and forecast expenditure against budget, there is a risk that 
they will be unable to correctly identify and address budget variances. (Medium) 

 

Creation and checking of reports to the FEB/BCB 

E-financials does not provide built-in budget reports of the expenditure against budget for each budget area, and as such budget reports for the FEB 
and BCB are generated by the Principal Management Accountant using a report from E-financials of the year-to-date expenditure, budget and 
forecast for each cost account, with budget area figures calculated using pivot tables. The Principal Management Accountant advised us that 
manual adjustments are not made to expenditure data except where it is known that an adjustment will be processed in the subsequent month. 

Through review of the spreadsheets used to generate the budget reports to the FEB and BCB for months three and four of the 2021/22 financial 
year, we noted that columns were included to evidence where expenditure figures were manually adjusted, and that minimal adjustments had been 
made. However, whilst appropriate reasoning for these was provided by the Principal Management Accountant, this was not documented on the 
spreadsheet. This prevents the effective review of such adjustments and could lead to inappropriate adjustments not being identified. 
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In addition, whilst the Principal Management Accountant advised us that checks are performed to ensure that the figures in the reports to the FEB 
and BCB are accurate, we noted that the current checks performed were not evidenced and did not include reconciling budget area or overall 
expenditure figures back to e-Financials to ensure that they agree to the ledger. Without such checks, there is a greater risk of inaccurate figures 
being presented to the FEB and BCB, preventing effective budget management. (Medium) 

 

Accuracy of cost centre mapping 

Through comparison of the expenditure and budget data reported to the FEB and BCB for months one, two and three of 2021/22 for a sample of 
four budget areas against the corresponding data recorded in e-Financials, we identified three instances where the actual expenditure reported did 
not agree back to the ledger, with the difference ranging from £1k-£16k for areas with budgets ranging from approximately £1,518,000 to 
£1,753,000. We were advised by the Principal Management Accountant that in each case the figure detailed in the ledger was incorrect rather than 
the reported figure, with this caused by new cost centres not being mapped to the correct budget area. 

Whilst the reported figures themselves were not inaccurate, if the expenditure data detailed in e-Financials for each budget area is not accurate, this 
may lead to Budget Managers being unable to identify budget variances, preventing these from being addressed. (Medium) 

 

Virements 

We selected a sample of five virements processed since the previous six-monthly virement review in May 2021. Of these, we noted that in three 
cases, approval of the virement could not be evidenced to be in line with the FFIs prior to processing, which the Principal Management Accountant 
advised us was due to these being verbally approved. 

If virements are processed without evidence of appropriate approval, there is a greater risk of virements being used inappropriately. (Medium) 

However, we found the following controls to be adequately designed and operating effectively: 

 

Chartered Institute of Public Finance and Accountancy (CIPFA) training 

We confirmed through review of calendar screenshots that CIPFA budget management training had taken place in March 2021 and noted from a list of 
attendees that this had been attended by 16 of the 19 current Budget Managers, with the other three Budget Managers unavailable on the day of the 
training. However, we have not agreed an action as we also noted from our Budget Manager questionnaire that 14 out of 15 Budget Managers that 
responded had agreed or strongly agreed that they had received sufficient training for the role, with the remaining respondent unsure in this regard. 

Through review of the material for this training, we noted that it covered key aspects of budgetary control including the roles and responsibilities of 
Budget Managers and Finance Business Partners, principles of good financial management and key budget setting and control processes, including the 
need to understand and correct budget variances. 

 

Overall budget sign-off 

Through review of the minutes and papers of the BCB meetings in January and March 2021, and the PCP meeting in February 2021, we noted that the 
draft revenue budget and precept for 2021/22 had been presented and approved by the BCB and PCP in January and February respectively, as part of 
the Medium-Term Financial Strategy (MTFS) for 2021/22-2024/25, with the final revenue budget and MTFS approved and adopted by the BCB in March 
2021. 
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Budget Manager letters and agreement 

We selected a sample of five Budget Managers, and confirmed that in each case, they had been provided with a budget letter summarising their budget 
for 2021/22 and their main responsibilities as a Budget Manager, highlighting the need for them to have due regard for the FFIs. In each case, we 
confirmed from email correspondence that the Budget Manager had confirmed their acceptance of the budget and the responsibilities detailed in the 
letter. 

 

Reconciliation of approved budgets to the ledger 
Through comparison of the MTFS, a report of the budgets agreed by each Budget Manager for 2021/22, and a report of the initial budget uploaded to e-
Financials for 2021/22, we confirmed that the overall budget uploaded to e-Financials for 2021/22 agreed to the approved budget for the year per the 
MTFS. We also noted that for all budget areas, the uploaded budget either matched to the agreed budget for the area or where this was not the case, 
that the change in budget was appropriately justified. In addition, we selected a sample of five budget areas, and in four cases confirmed that the initial 
budget detailed on e-Financials agreed to the above reports. For the remaining budget area, the initial budget per e-Financials was higher than the 
figures detailed in the reports, which we noted was due to the inclusion of the budget for a collaborative unit on e-Financials for monitoring purposes. 

 

Monthly review of area budgets 

For a sample of five budget areas, we confirmed that in each case for months 10 and 11 of 2020/21 and month three of 2021/22 a forecast report had 
been provided to the Budget Manager detailing key information including actual expenditure and forecast annual budget variance, with a meeting held 
between the Budget Manager and their Finance Business Partner in the following month to review this, as demonstrated by calendar screenshots. 

Whilst we noted that minutes are not maintained for these meetings, we noted that the reports for each of the five areas evidenced a degree of scrutiny 
of budget variances, with reasoning and/or actions detailed for variances in these reports. In addition, we were advised by the Principal Management 
Accountant any significant variances would be discussed and further investigated to identify root cause and remedial actions, and we noted from 
reporting to the FEB and BCB that the cause of budget variances and required remedial actions were being identified. 

 

Year-end procedures 

We confirmed from email correspondence that Budget Managers were provided with a year-end procedure document and timetable for the 2020/21 year 
end, and through review of this we noted that it detailed the key actions to be completed by Budget Managers and the deadlines for completion. 

 

Budget Monitoring  

Through review of the papers of the FEB meetings in May, June, July and August 2021, and the BCB meetings in April, May and July 2021, we 
confirmed that at each meeting, a report had been provided on the Constabulary’s revenue budget position, detailing key information including year-to-
date expenditure against year-to-date budget for the overall budget and each budget area and the forecast outturn and budget variance for the year 
where sufficient data was available to produce forecasts. 
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We also noted that these reports included narrative information for significant and emerging budget variances detailing the cause and/or actions being 
taken, except for the report to the FEB in June as this was for month one of 2021/22. We also confirmed from the minutes of the above meetings that the 
reports had been presented, with the variances discussed. 

In addition, we noted from the minutes of the above BCB meetings that the membership of the BCB included the Commissioner’s Chief Finance Officer 
(CFO), and as such that they were receiving reports on the Force’s revenue budget position and were able to hold the Force to account for any 
budgetary overspend. 

We also confirmed from calendar screenshots that meetings were held in July and August 2021 between the Force CFO, Head of Finance and the 
Principal Accountants. The Force CFO advised us that budget position and cost pressures were discussed at these meetings. 

 

Six-monthly virement reviews 

We confirmed from email correspondence and calendar screenshots that virement reviews had been completed by the Principal Management 
Accountant and Head of Finance in October 2020 and May 2021, with the virements processed in the prior six months reviewed to confirm that they 
were appropriately supported and had been correctly authorised. 
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2. DETAILED FINDINGS AND ACTIONS 
This report has been prepared by exception. Therefore, we have included in this section, only those areas of weakness in control or examples of lapses in 
control identified from our testing and not the outcome of all internal audit testing undertaken. 

 

3. Accuracy of monthly reports to Budget Managers  

Control 

 

Monthly reports are provided to Budget Managers by their Finance Business Partners for all 
months except months 1 and 2, due to it being too early to identify variances, and month 12, due 
to the number of other activities at year end. These reports provide key details including their 
year to date and forecasted expenditure against budget. They are created using reports from E-
financials of actual and forecast expenditure for each cost account assigned to the budget area. 

Figures are expected to be checked back to e-Financials by the Finance Business Partner, 
however, this is not documented to evidence that the check has taken place. 

Assessment: 

Design 

Compliance 

 

× 

N/A 

Findings / 
Implications 

Through comparison of the figures detailed in the month three forecast reports for a sample of five budget areas to e-Financials, we 
noted that the figures for actual expenditure, forecast expenditure and annual budget only agreed for two out of five areas. In the 
remaining three cases, we noted the following discrepancies: 

• in two cases, the actual expenditure figure reported to the Budget Manager was less than the figure per the ledger, with 
actual expenditure underreported by £6993.22 and £14583.96 respectively. 

• in the remaining case, the forecast figure per the report was less than the figure per the ledger, with forecast expenditure 
underreported by £211,599. 

In all three cases, we were advised by the Principal Management Accountant that the figure reported to the Budget Manager was 
incorrect or out of date at month end. In two cases, including the error in forecast expenditure, this was due to an error by the 
Finance Business Partner when creating the budget report. Whilst the Principal Management Accountant advised us that Finance 
Business Partners are required to check the report back to the ledger and generally perform this each month, we noted that this 
check was not being formally documented and was potentially being performed inconsistently based on the above exceptions. 

In the remaining case, we were advised by the Principal Management Accountant that the discrepancy was due to the report being 
created prior to month end due to time pressure, with a journal then posted after this, altering the actual expenditure level. However, 
we noted that this change had not been highlighted to the Budget Manager. 

If Budget Managers are not provided with up to date and accurate data on their actual and forecast expenditure against budget, there 
is a risk that they will be unable to correctly identify budget variances, which may prevent the completion of timely remedial action. 
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Management 
Action 3 

We will ensure that the figures detailed in the monthly reports to 
Budget Managers are checked back to the figures in the ledger 
by the relevant Finance Business Partner, with this check 
evidenced on the report. 

We will also ensure that these reports are created following the 
ledger being closed for month end where possible. Where this is 
not possible, any changes to the figures detailed in the report 
will be specifically highlighted to the Budget Manager in a timely 
manner. 

Responsible Owner: 

Martin Frith – Principal 
Management Accountant 

Implementation Date: 

Immediate 

Priority:

Medium 

 

5. Creation and checking of reports to the FEB/BCB  

Control 

 

E-financials does not provide built-in budget reports of the expenditure against budget for each 
budget area. Budget reports for the FEB and BCB are generated by the Principal Management 
Accountant using a report from E-financials of the year-to-date expenditure, budget and forecast 
for each cost account. Figures are amalgamated into budget area level figures via pivot tables. 

Year to date budget figures are manually adjusted by the Principal Management Accountant 
where it is deemed that the budgeted monthly expenditure profile on e-Financials is not reflective 
of the actual profile of expenditure in the year to date. Manual adjustments are not generally 
made to expenditure figures, except where it is known that an adjustment needs to be 
processed. However, whilst adjustments are clearly recorded, reasoning is not documented. 

In addition, whilst the Principal Management Accountant performs certain checks to confirm the 
accuracy of the report to the FEB and BCB, budget area figures are not reconciled directly back 
to the ledger. The checks performed are also not documented or subject to secondary review. 

Assessment: 

Design 

Compliance 

 

× 

N/A 

Findings / 
Implications 

Report creation 
Through review of the spreadsheets used to generate the budget reports to the FEB and BCB for months three and four of the 
2021/22 financial year, we noted that for both months a report was generated from E-financials of the year-to-date expenditure, year-
to-date budget and forecast expenditure for each cost account, with data collated into budget area level figures using pivot tables. We 
further noted that for both months, relevant budget area figures were then accurately transferred into the template FEB/BCB report. 
With regards to manual adjustments, we noted that the spreadsheets included columns to identify manual adjustments to actual 
expenditure and year to date budget. From these, we identified that there had been minimal manual adjustments to actual 
expenditure, with adjustments made to five cost accounts in month three and 14 cost accounts in month four out of over 3000 in total. 
Furthermore, for each adjustment the Principal Management Accountant provided us with appropriate reasoning, although this 
reasoning was not consistently documented on the spreadsheet.  
Similarly, we noted that reasoning was not detailed for adjustments to year-to-date budget profiles, although we noted that these are 
required more frequently (over 100 per month), and as such that this may not be possible in all cases.
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If the reasoning for manual adjustments is not documented on the spreadsheets, this will prevent effective review of the accuracy of 
the reports to the FEB and BCB and could result in inappropriate adjustments not being identified. 
Checks on the accuracy of reports 
We were advised by the Principal Management Accountant that they perform checks to ensure that the figures included in the 
FEB/BCB reports are accurate. These included reconciling the expenditure and forecast figures detailed in the report from E-
financials back to E-financials for a sample of cost accounts and checking the expenditure and forecast figures for a sample of 
budget areas against figures in the monthly reports provided to Budget Managers. We were advised by the Principal Management 
Accountant that checks are performed on a sample basis due to the time pressures involved in the current month-end process.  
However, we noted that these checks were not evidenced on the above spreadsheets, and that a consistent methodology had not 
been established. We also noted that the spreadsheets are not currently subject to secondary review to ensure that manual 
adjustments are justified and that appropriate checks have taken place, although we confirmed from screenshots that the 
spreadsheets are made available to the Head of Finance and Chief Finance Officer via a shared folder with the FEB/BCB report. 
We also noted that the current checks do not involve reconciling overall or budget area expenditure and forecast figures back to e-
Financials to ensure that reported figures agree back to the ledger. Without comprehensive checks to ensure that reported figures 
agree to the ledger, with these checks clearly evidenced and independently reviewed for appropriateness, there is a greater risk of 
inaccurate figures being presented to the FEB/BCB, preventing effective budgetary control and management.

Management 
Action 5 

We will ensure that the reasoning for all manual adjustments to 
actual expenditure are documented on the spreadsheet used to 
create FEB/BCB budget reports and will consider recording the 
reasoning for significant budget profile adjustments. 
A consistent methodology will be established and applied for the 
checks on the accuracy of the expenditure figures in these 
reports. As part of these checks, figures for a sample of budget 
areas will be reconciled back to E-financials and the Budget 
Manager report each month, with the sample rotated monthly to 
ensure all areas are reconciled each quarter. Similarly, overall 
figures will be reconciled back to E-financials each month. 
These checks will be clearly evidenced on the spreadsheets, 
and where discrepancies arise these will be appropriately 
resolved, with consideration given to checks on additional 
samples.  
The spreadsheet will then be reviewed and approved by the 
Head of Finance, to confirm that manual adjustments were 
justified and appropriate checks were completed.

Responsible Owner: 
Joanna Conlon – Head of 
Finance 

Implementation Date: 
31 December 2021 

Priority:
Medium 
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6. Accuracy of cost centre mapping  

Control 

 

Budget reports are provided to and reviewed by the FEB each month, which detail the year to 
date and forecast expenditure against budget for each budget area, with commentary provided 
for significant variances. Following review by the FEB, reports are presented to the BCB for 
oversight. 

Assessment: 

Design 

Compliance 

 

 

× 

Findings / 
Implications 

To confirm the accuracy of the budget data being reported to the FEB and BCB, we compared the expenditure, budget and forecast 
figures reported to these Boards for months one, two and three of 2021/22, against the corresponding figures detailed in e-Financials 
for a sample of four budget areas. From this, we identified several discrepancies between the year-to-date expenditure, year-to date 
budget, annual budget and forecast outturn reported to the FEB and BCB and the equivalent figure detailed on e-Financials. In all 
cases except three, we were provided with appropriate justification and supporting evidence for these discrepancies, with these 
differences caused by reasons including: 

• Adjustments to the reported year to date budget where the expenditure in the year to date does not match to the profile of the 
annual budget. 

• Virements altering the annual budget. 

• Budget and expenditure for collaborative/partnership budget areas being reported to the FEB and BCB separate to the 
Force’s budget areas but being included within Force budget areas on e-Financials to enable monitoring of these by the 
Budget Manager for the area which incurs these costs. 

We identified three exceptions where the actual expenditure reported to the FEB and BCB did not agree back to the ledger, with the 
difference ranging from £1k-£16k.  

We were advised by the Principal Management Accountant that in each case the figure detailed in the ledger for that budget area 
was incorrect rather than the reported figure, with this caused by new cost centres not being mapped to the correct budget area. 
They advised us that a periodic check is not currently completed to ensure that all cost centres have been mapped correctly, 
although this should be identified from monthly budget monitoring processes. 

Whilst we noted that the figures included in the reports to the BCB and FEB were accurate, if the expenditure data detailed within e-
Financials for each budget area does not include the expenditure for all assigned cost centres, due to incorrect mapping, this may 
lead to Budget Managers being unable to identify budget variances, preventing these from being addressed. 
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Management 
Action 6 

A review will be performed to ensure that all cost centres are 
mapped correctly, to enable accurate monitoring of expenditure 
against budget. Where cost centres are identified as having 
been mapped incorrectly, this will be resolved, and the Budget 
Manager will be advised of the current budget position. 

This review will then be performed every six months, with the 
first review for the financial year completed prior to the first 
budget report being provided to the FEB for month two. 

Responsible Owner: 

Martin Frith – Principal 
Management Accountant 

Implementation Date: 

30 April 2022 

Priority:

Medium 

 

7. Virements  

Control 

 

Where budget has been allocated to incorrectly or needs to be re-allocated between budget 
accounts/areas, virements are raised by the Budget Manager, with justification for this provided. 
Virements are not to be used as a corrective action where cost pressures occur and cannot be 
used where the full year budget is already overspent. 

Authority to authorise virements up to £100,000 has been delegated to the Head of Finance and 
Principal Management Accountant, as per the FFIs. Virement’s above this require approval from 
the Chief Finance Officer or Chief Constable. 

Assessment: 

Design 

Compliance 

 

 

× 

Findings / 
Implications 

We selected a sample of five virements processed since the last six-monthly virement review in May 2021. Of these, we noted that 
one related to a collaborative budget area and had been processed by the BCH Management Accounts Team. The Principal 
Management Accountant advised us that the appropriateness of this would be reviewed retrospectively as part of the six monthly 
virement review process.  

In another case, we noted that the virement had been processed to correct an error in another virement in our sample, and as such 
that supporting evidence or authorisation had not been required. 

For the remaining three virements, we confirmed that in each case, supporting evidence was retained detailing the reason for the 
virement being processed. However, we noted that in all three cases, appropriate authorisation in line with the FFIs was not 
evidenced. We were advised by the Principal Management Accountant that these virements would have been approved, but that the 
approval had been verbal. 

Whilst we noted in mitigation that a virement review is performed every six months to check whether previously posted virements 
have been approved and appropriately used, if virements are processed without documented evidence of approval in line with the 
FFIs prior to posting, there is a greater risk of virements being used inappropriately.  
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Management 
Action 7 

We will review all virements processed in 2021/22, including the 
above exceptions, to ensure that they were approved in line with 
the FFIs and used for appropriate reasons, with these 
retrospectively approved where approval cannot be evidenced. 

Moving forward, we will ensure that all virements are approved 
in line with the FFIs prior to processing, with approval clearly 
evidenced. 

Responsible Owner: 

Martin Frith – Principal 
Management Accountant 

Implementation Date: 

30 September 2021 

Priority:

Medium 
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Why we completed this audit 
We have undertaken a review of Seized Property and Controlled Drugs as part of the approved 2021/22 Internal Audit Plan. This review was undertaken to 
allow the Constabulary to take assurance over the design, adequacy and operating effectiveness of the recording, storage and disposal of seized property 
and controlled drugs. 

The Constabulary use the Evidential Property Management System (EPMS) to record seized property and controlled drugs. The Officers booking in property 
are responsible for recording and updating the records of deposited items in EPMS. The Detective Sergeant in the Intelligence and Specialist Crime 
Department and the Seized Property Supervisor have ultimate responsibility over the treatment of seized property and controlled drugs. The main storage 
facilities are located at the Thorpe Wood Station in Peterborough and the Parkside Station in Cambridge. Sample testing was undertaken as part of this audit, 
carried out at both stations, and included system to site and site to system selection of samples.  

The Constabulary began to report on seized property statistics to the Force Performance Board (FPB) quarterly from October 2021, informing the number of 
property items that were held in the stores. As of 19 October 2021, the Constabulary kept 50,418 items including £440k cash. The age profile of the items 
stored at that time is as below: 
 

 Less than three years Three to five years More than five years 

Thorpe Wood Station 22,689 (82 per cent) 2,669 (10 per cent) 2,230 (8 per cent) 

Parkside Station 17,962 (79 per cent) 2,840 (12 per cent) 2,028 (9 per cent) 

Total 40,651 5,509 4,258 

Conclusion  
Our review confirmed that controls were primarily well designed and complied with in relation to seized property and controlled drugs. For example, the 
controls regarding the recording, disposal and quarterly audits of seized property items and controlled drugs were robust, as well as the review of the security 
arrangements of storage facilities and the accuracy of data reported to management. 

EXECUTIVE SUMMARY – SEIZED PROPERTY AND CONTROLLED 
DRUGS 
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Internal audit opinion: 

Taking account of the issues identified, the OPCC and Constabulary can take 
substantial assurance that the controls upon which the organisation relies to manage 
this area are suitably designed, consistently applied and effective. 

 

Key findings 
We noted the following controls to be adequately designed and operating effectively: 

 

Seized, Lost and Found Policy 

The Constabulary have a Seized, Lost and Found Policy which details the processes for recording and disposing of property and controlled 
drugs deposited at the police stations. We also found that the Policy had been made available to staff.  

 

Recording of Property and Controlled Drugs 

The Officers booking in property, record and update the details of deposited property items and controlled drugs in EPMS, including the date of 
receipt, an item description, and the location of the item immediately after seizure.  

We selected 20 items from EPMS and another 20 items from the storage facilities split evenly across both stations, with an equal split between 
property items and controlled drugs. Testing confirmed in all instances the item had been input into EPMS within 24 hours of receipt and the 
details on the evidence bag matched EPMS. In 39 instances, the item had been placed inside an evidence bad with a traceable seal, with the 
relevant details correctly recorded on EPMS. In the remaining instance, whilst the item had been placed in a sealed evidence bag, testing noted 
the physical location did not reconcile with EPMS as the system recorded the location as awaiting collection by the owner on the collection shelf, 
whilst we noted it was actually within the evidence box at the time of testing. We confirmed that a letter had been issued to the owner to notify 
them that the item was available for collection and an officer had approved the move to the collection shelf the previous day, however the item 
had not yet been moved. As a trail to the item was possible through its previous location and approval for collection, we have not agreed an 
action with regards to this finding.    

 

Disposal of Property and Controlled Drugs 

For property items, a collection letter is sent to the owner of seized property items, following approval by the Officer in Charge (OIC), allowing 
four weeks for a response and collection of the item. The property items are destroyed in the event of no response within this period. For 
controlled drugs, the OIC determines when the drugs are suitable for disposal. We selected 20 disposed items (10 property items and 10 
controlled drugs) from EPMS, split evenly across both stations. We confirmed that for the 10 property items, in all instances the OIC had 
approved the collection and either the owner had collected the item prior to a letter being issued or a collection letter had been sent to the owner 
and the property item had been subsequently collected. We confirmed for all 10 of the controlled drugs that they had been approved by the OIC 
prior to their disposal.  
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We further confirmed that the quarterly dip sample of controlled drugs pending disposal was completed by the Detective Sergeant for the last 
two quarters (undertaken in June and September 2021 at both Thorpe Wood and Parkside Stations).We confirmed that in all cases the sampling 
sheet had been completed in full, the bag seal number at the storage and disposal site had been recorded as matching, there were no missing 
items for investigation and two officers, including the Detective Sergeant, had signed at the storage and disposal sites. 

We confirmed for both June and September 2021 for the Parkside Station that 10 items had been selected for testing. However, we noted for 
the Thorpe Wood Station that in both months, 10 items had not been selected from the bags awaiting disposal, with only three and one item 
having been selected respectively.  

We were informed by the Detective Sergeant that this was as a result of the bags being sealed at the point of the items being placed inside to 
ensure that approved disposed items would not go missing, at which point the bags were not entirely full. This as a result led to a limited number 
of items to test against for disposal.  

 

Seized Property Audits 

Police Service Volunteers undertake quarterly external audits of seized property to confirm the accuracy of details and physical locations of 
property items against EPMS. Missing items identified in the audits trigger the ‘Not in Store’ process and the Officer Booking in Property’s line 
management is alerted. We confirmed that for the last two quarterly seized property audits undertaken in May and November 2021 at both 
stations there were no lost items identified, and that the outcomes had been shared with the Seized Property Supervisor.  

 

Controlled Drug Audits 

The Detective Sergeant advised the quarterly controlled drug audits had been performed independently, whereby the samples of 10 were 
selected by the Detective Sergeant and the testing to confirm the actual storage location and details agree to EPMS was completed by the Drug 
Experts at the two stations. Review of the outcomes of the last two quarterly audits between August and October 2021 for the two stations 
confirmed no drugs had been identified as missing and no issues were noted regarding the details and location of drugs. We were informed that 
any missing controlled drugs identified are required to be referred to the line management of the responsible Officer and the Professional 
Standards Department. 

 

Review of Storage Facilities and Security Arrangements 

We observed whilst on site at the two stations that all doors leading to the property storage facilities were locked or required a swipe smartcard 
key to enter. The Local Policing Business Advisor stated that HR informs the Access Control Team of leavers on a weekly basis for removing 
their swipe smartcard access to the storage facilities.  We were provided with examples where this occurred during September and December 
2021, which demonstrated HR informing the Access Control Team what leavers had occurred.  

The Local Policing Business Advisor advised swipe smartcard entrance records would be reviewed if property items were identified as missing 
in the quarterly seized property audits. Review of the outcomes of the last two quarterly seized property audits between May and November 
2021 for the two stations confirmed in all instances no items had been identified as missing, as well as no issues having been noted with 
regards to the security of drug storage facilities or storage of drugs, including the storage of Cannabis Plants away from the main building in 
separate ventilated rooms.   
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Key Performance Indicator Reporting 

The Force Performance Board (FP) receives quarterly reports on the management of seized property and controlled drugs. We selected five of 
the reported figures to FPB in October 2021 for each of Thorpe Wood and Parkside Stations and found through review of the working 
spreadsheet containing the source data generated from EPMS for 13 October 2021 used to calculate the figures that they reconciled to the 
reported data. 

We noted weaknesses in control for which we have agreed two low priority management actions, which are covered in section two of this report.  
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With the use of secure portals for the transfer of information, and through electronic communication means, remote working has meant that we have been able to 
complete our audit and provide you with the assurances you require. It is these exceptional circumstances which mean that 100 per cent of our audit has been 
conducted remotely. 

Background 
Bedfordshire, Cambridgeshire, and Hertfordshire (BCH) Police and Crime Commissioners and Police operate a range of systems to provide and manage remote IT 
and information systems services. BCH utilise Office 365 as a Software as a Service (‘SaaS’) solution and a range of systems and applications providing remote 
working functionality. 

As part of the internal audit plan for 2021/22 we have performed a review of BCH’s secure remote working control environment. The scope of this review has been 
designed to consider how management have implemented controls to enable and support remote working. The review was structured based on two specific areas: 

• Assessment of the design and scope of the current remote working IT and information policies control framework; and 

• A questionnaire sent to 7000 users covering a range of specific question areas related to remote working. 

 

Summary of Secure Remote Working Policy Design Assessment 
A range of policies exist across BCH that set out the framework and intent for secure remote access working. In particular, a remote and mobile working security 
policy is in place outlining key governance remote working governance requirements, supported by information and acceptable use policies. Overall, the design and 
scope of the remote working policy framework was found to be satisfactory.  However, the corresponding survey conducted as part of the remit of this review, 
designed to evaluate aspects of the effectiveness of the policies in place, did identify some findings for management attention that we summarise below. Our detailed 
survey results are set out in the following report sections. 

 

EXECUTIVE SUMMARY – SECURE REMOTE WORKING 
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Summary of Survey Results 
This survey formed part of our wider audit of remote working on behalf of BCH. The survey was designed to gauge the level of awareness of, and compliance with, 
core remote working controls and safeguards. A total of 1,023 individuals responded to the survey, 90% of whom reported they were currently working on an agile 
basis, including home working. The respondents were split across BCH as follows: 

 

* ERSOU (Eastern Region Special Operations Unit) 

The survey covered a range of areas, including familiarity with information security policies, advice and training, use of police issued and personal devices, and 
storage of work data. A range of positive levels of awareness were identified, in particular regarding information security obligations, password management 
governance, IT asset management and personal device security. However, the survey results did indicate a lesser level of awareness regarding the location of the 
information security repository.  

Moreover, only 36% of the respondents answered that did not agree they had received adequate IT security advice and training regarding information security risks. 
Our detailed findings are set out in the following report section. 

 

 

 

218

354
395

56

Bedfordshire Cambridgeshire Hertfordshire ERSOU
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2.     DETAILED FINDINGS: SURVEY RESULTS 
We identified the following findings: 

 

Only 73% of the respondents to the survey knew where to find BCH 
Information Security policies, and only 60% of all respondents found 
policies to be user friendly and easy to understand. Similarly, nearly two-
thirds (65%) of respondents either answered ‘no’ or ‘don’t know’ when 
asked if they had access to a policy covering the use of third-party 
applications. 

Management action: The location of BCH Information Security policies 
will be included as part of mandatory training, and reminders will be sent 
to all employees. The policies will be reviewed to ensure they are user 
friendly and easy to follow. As part of this, BCH could consider policy 
compliance software. 
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A third of respondents (36%) were unsure or did not agree they had 
received adequate IT security advice and training regarding information 
security risks. 

Management action: An IT risk training programme will be developed to 
ensure police staff and officers are fully aware of the key IT security risks 
and how they are mitigated. 

 

We noted the following controls to be adequately designed and operating effectively: 

 81% of respondents agreed they were aware of their personal obligations 
with respect to the BCH information security policies. 
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 81% of respondents agreed that information security is given a high 
priority by their employer. 

 

 99% of respondents agreed that they did not share their Police issued 
device (laptop, PC, tablet or phone) with anyone else in the home or 
elsewhere. 
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 99% of respondents agreed they did not share passwords used for police 
devices with others. 

 

 95% of respondents agreed they did not make backups of their work 
when working at home or remotely. 
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 97% of respondents agreed they did not store police related work data to 
personal devices or send via email. 

 

 94% of respondents were confident they could recognise a potentially 
dangerous email, website, or phone call. 
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3. DETAILED FINDINGS AND ACTIONS 
This section has been prepared by exception. Therefore, we have included in this section, only those areas of weakness in control or examples of lapses in 
control identified from our testing and not the outcome of all internal audit testing undertaken. 

1. Information System Policies   

Survey 
Finding 
 

Only 73% of the respondents to the survey knew where to find BCH Information Security policies, and only 60% of all respondents found 
policies to be user friendly and easy to understand. Similarly, nearly two-thirds (65%) of respondents either answered ‘no’ or ‘don’t know’ 
when asked if they had access to a policy covering the use of third-party applications. 

 

Management 
Action 

The location of BCH Information Security policies should be 
included as part of mandatory training, and reminders sent to all 
employees. The policies should be reviewed to ensure they are 
user friendly and easy to follow and the purposes for additional 
security for personal devices communicated. As part of this, BCH 
could consider policy compliance software. 

Responsible Owner: 
Andy Gilks 

Date: 
January 2022 
 

Priority: 
   Medium 
 

     

2. Information Security Training   

Survey 
Finding 
 

A third of respondents (36%) were unsure or did not agree they had received adequate IT security advice and training regarding 
information security risks. Additionally: 

• A small percentage of respondents did not agree they did not make backups of their work when working at home or remotely 
• A small percentage of respondents did not agree they did not store police related work data to personal devices or send via email. 

 

Management 
Action 

BCH should review the current information security training, in 
light of the survey findings and reiterate the importance of 
appropriate remote based data back-ups controls. 

Responsible Owner: 
Andy Gilks 

Date: 
January 2022 
 

Priority: 
   Medium 
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APPENDIX A: SURVEY RESULTS: ADDITIONAL COMMENTS 
Respondents were invited to add additional comments at the close of the survey. We utilised sentiment analysis (AI) techniques to categorise positive and 
negative comments, noting 66% of additional comments were tagged as positive, 14% as neutral, and 20% as negative. The distribution of negative 
comments was broadly similar across BCH and ERSOU, although Cambridgeshire had a higher proportion of negative comments at 30%. We have included 
a sample of representative positive and negative comments below:  

Other comments  

Positive 
comments 
 

• I follow the procedures for normal working in the office in relation to access to systems and the sharing of 
information and relevant sites that I can access, at home. 

• I believe that working from home is beneficial to the force. Further training required in regards to setting 
up at home and using home WIFI to connect/access work material. 

• Screens and replicators supplied to all officers/staff working from home to ensure productivity. 
• Agile working has really helped me. At first I felt isolated but with the use of TEAMS I have been able to 

keep in touch with my colleagues and haven't had any problems. I feel I am far am more productive 
working from home as I don't have the hassle of travel and traffic. I can just get on and work. 

• The ability to WFH has given me the opportunity to remain contributing to the work of my employer. As a 
wheelchair user whose world relies on the assistance of others, WFH has given me the freedom for work 
to fit around my world, e.g. I'm able to work evenings and weekends which if a was office based wouldn't 
be possible, hence, it has been liberating for me and believe should be encouraged for people with 
circumstances such as mine. 

• I occasionally work from home, but have facilitated members of my Team to work from home where they 
have needed to shield on NHS advice. Not all roles can be performed from home, but I think the Covid 
Pandemic has really opened up a fresh way of thinking towards home-working, and I genuinely think 
productivity has increased as a result of these sensible (risk-assessed) decisions being made. 

  

Negative 
comments 

• This should have been sent out when working from home first started in March 2020 so that any risks and policies that we should 
know about could be addressed. 

• A work around for when the Servers fail in Force must be in place for those who work a long way from the Organisation. Currently if 
the Servers fail and a laptop is affected the advice is to drive to a Police site, this is not always possible for those on pure Home 
Working contracts as they are likely to work outside of the area. 

• This survey has look and feel of a hierarchy and blame culture and not advice, support and empowerment as it should be and says a 
great deal about our combined ICT department and their approach in general to comms. 

• The Intranet is a mess. Everyone from all ranks/grades say so. It's hard to find/search for things unless you know what you want, what 
it's called and where it might be. A centralised location for ALL THINGS Data Assurance/Security/home working including policies 
should exist on the Intranet in a One Stop Shop location, with contact numbers and a FAQ.  
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Other comments  
• This makes security accessible for the masses and doesn't encourage poor utilisation of policy for reasons which can easily be 

avoided, such as 'it's too difficult' or 'I didn't know’ etc. Home working should certainly continue as for those of whose role is effectively 
agile anyway, it gives that flexibility and actually reduces a lot of stress so where the Force can better facilitate this as opposed to put 
blockers in the way, is great. Cyber Protect staff in each force are willing to provide training sessions on password best practices, how 
to spot spam/phishing emails, threat actors, etc, so consider utilising them to assist with putting the message out there. 

• I don't feel as if I have been given any information regarding working from home other than to just do it. I do feel that it comes down to, 
hopefully, common sense when it comes to preventing unauthorised people accessing any information held by the police. I am unsure 
if there are any more elements to working from home other than the Data Protection side of things. 

• There is currently no assessment of the suitability of the home environment and nothing formal re. any potential conflicts of interest or 
risks which may lead to working from home being inappropriate. Kent Police have a policy around this which appears comprehensive. 
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Why we completed this audit 
A review on ICT Asset Distribution was undertaken as part of the internal audit plan 2021/22, to allow the Constabulary and the OPCC to take assurance that 
systems and processes were in place to properly account for the Bedfordshire Police, Cambridgeshire and Hertfordshire Constabularies (BCH) ICT assets and 
correctly assign costs between BCH organisations. For the purpose of this review we agreed with the audit sponsors to focus on laptops and desktops only. 

We refer to the following within this report: 

• Configuration Management Database (CMDB) - a database used to store information about hardware and software assets; 
• SNOW - an asset management system enabling the ability to see who is accessing what; and, 
• The Dynamic Host Configuration Protocol (DHCP) - this resides in a DHCP server, from where it distributes IP addresses to devices that connect with the 

network. 

To enable sample testing and some of the analysis described in the findings, we were supplied with an extract combining data from both SNOW and CMDB for 
equipment held in 2020 and 2021. We also performed data analysis on the whole population of equipment recorded within those two databases. 

The key findings and detailed findings include the specifics of the analysis performed, but we have also added further information within Appendix B for desktops and 
Appendix C for laptops. 

Conclusion  
Our review found a number of issues resulting in one high priority management action concerning the lack of physical verification of laptops and desktops that are 
not live and not connected to the network, therefore ICT are not to verify them remotely, the majority of which are ICT Stock. We have also agreed five medium 
priority management actions, these relate to the following weaknesses that were identified: 

• Audit procedures do not specify how often audits to verify equipment should take place; 
• From our sample of 30 ICT stock items, we could not verify one was in active use by the person to which it had been assigned; 
• One of our sample of 30 disposals could not be verified; 
• There was no contract with the company providing a disposal service for the disposal of Bedfordshire equipment; 
• We found discrepancies between SNOW and CDMB records of assets; and, 
• Our analysis of the purchasing force and user force found discrepancies for both desktops and laptops. 

 

 EXECUTIVE SUMMARY – COLLABORATION ICT ASSET DISTRIBUTION 
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Internal audit opinion: 

Taking account of the issues identified, the Forces’ and OPCCs’ can take partial 
assurance that the controls upon which the organisation relies to manage this area are 
suitably designed, consistently applied or effective.  

Action is needed to strengthen the control framework to manage the identified area(s). 
 

Key findings 
We identified the following weaknesses, leading to the agreement of five medium and one high priority management actions: 

 

Asset Audits 

We were informed that physical audits are normally carried out annually however, no audit had been carried out in the last three years, other than 
remote audits of active equipment with a user for which we reviewed evidence. There is a risk that non-active equipment is not held where expected or 
stolen without these checks having taken place. 

Whilst we confirmed from the last annual audit report that findings are discussed with the relevant section managers and issues identified are 
progressed and resolved, there is no reporting to a Board or Group to provide assurance that IT assets had been accounted for. There is a risk that 
without appropriate reporting, there is no oversight on issues that may arise. (High) 

 

Asset Audit Procedure 

We confirmed that the Asset Audit Procedure document provides a list of actions and responsibilities through the audit process including agreeing 
actions and monitoring the completion of actions within timescales, although it does not state the required frequency of audits.  

There is also an Asset Physical Audit Method Statement which provides a short description of the process, responsibilities and timescales for the 
completion of an audit; however, this does not state how often these audits should take place, and only covers desktops and printers and not laptops.  

There is a risk that inactive laptops will not be verified during an audit, and without specifying the required frequency of audits, discrepancies may not 
be identified within a reasonable time period. (as above) 

 

Asset Additions 

Using a report containing an extract of SNOW and CDMB data for 2020 and 2021, we selected a sample of 30 laptop asset additions, 10 each for 
Bedfordshire, Cambridgeshire and Hertfordshire.  We were able to trace each to approved purchase orders, including recharges where the purchase 
order and invoice was to one force but where the goods were distributed to the other two.  
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Of the sample of 30, we found 12 were listed as ‘ICT stock’, therefore not with a user and not currently active. The remaining 18 had been assigned to 
a user and had an active status, and we confirmed that 17 of these were active with the assigned user. However, in one case we could not find the 
laptop as having an active user on SNOW (5CG0529H38). We were informed that this was probably due to human error and would be picked up at the 
next asset audit.   

There is a risk that the whereabouts of assets are not known and are inaccurate. (Medium) 

 

Asset Disposals 

We selected a sample of 30 laptop assets with the status of ‘disposed’ on the CMDB and attempted to trace the assets through to appropriately 
authorised destruction or disposal certificates.   

We confirmed that 29 of our sample had been recorded on a certificate, however one asset for Cambridgeshire (CZC9494GF4) could not be traced to 
a certificate, but through further investigation it was identified that this item had not yet been listed for disposal with the contractor. There is a risk that 
the whereabouts of assets are inaccurate. (Medium) 

 

Disposal Contracts 

We confirmed that there were two contracts in place for the disposal of electrical and electronic equipment, for Cambridgeshire with Concept 
Management Ltd, and for Hertfordshire with Greenworld Electronics Ltd.  Although the Greenworld Electronics contract also included a section for 
possible future extension to Bedfordshire and Cambridgeshire, we noted this contractor was already being used for Bedfordshire despite their being no 
current contract in place for Bedfordshire.  

We were informed that although these contracts are quite old, they have been used as a rolling renewal for the past few years. A tender process has 
however recently been completed and the new contract for all three forces with Greenworld is currently being negotiated.   

With no contract in place for the disposal of ICT equipment for Bedfordshire, the contractor cannot be held to account for any failure of the service. 
(Medium) 

 

Data Analytics testing 

We utilised data analytics to run an additional procedure on the CMDB and SNOW databases from the November 2020 remote audit performed by the 
Change & Asset Team, to identify assets with the same asset number, but with conflicting hardware serial numbers.   

We attempted to match the CMDB and SNOW datasets in the first instance on the basis of the asset registration number in each system. We noted 
3,766 out of 7,894 of the assets registered in CMDB appeared on the SNOW monitoring system, which demonstrated that a number had not been 
used recently. For these initial matches, where the assets were used recently, we attempted to determine whether the asset serial numbers for each 
asset also matched.  
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We found 69 exceptions, nine of which were due to no serial number being recorded against the asset in SNOW. The remaining 60 exceptions 
showed varying levels of mismatch.  

We reviewed a sample of 10 assets with the highest level of mismatch between serial numbers with the Change and Asset Team. We confirmed that 
these were true mismatches. It was noted that this could be due to changes to the hardware which have not been updated on the CMDB system.   

There may therefore be a risk of inaccurate or incomplete data in either the CMDB or SNOW systems. (Medium) 

 

Analysis of data extract for Laptops and Desktops 

We reviewed the distribution of laptops and desktops based on an extract combining data from SNOW and CMDB. This report contained 5,407 
Laptops and 1,145 Desktops. On review, we found discrepancies between: 

• User organisation; 
• Purchasing organisation; and, 
• Status and users. 

As the original intention was not clear in the section 22 agreement, there is a risk that one force is purchasing equipment for another, and where a user 
is not recorded these may not be checked as part of the Change and Asset Team’s audits. (Medium) 

We noted the following controls to be adequately designed and operating effectively: 

 

Policies and Procedures 

The Financial Regulations clearly set out the policies around purchasing, disposal, safeguarding and recording of assets. They also detail the 
responsibilities around assets including those of the Commissioner, Chief Constable, the CFO’s and all officers and staff. 

There is an ICT Disposal Procedure document which lists the actions required with regards to disposal of ICT equipment, and who is responsible for 
each action, from logging equipment for disposal through to collection by the disposal company. 

From our review of the BCH ICT Asset Audit Policy, we confirmed that it applied to any hardware that contains BCH or personal data owned or 
managed by BCH regardless of location. We found that the document adequately described the equipment covered by the policy, roles and 
responsibilities, systems used and audit requirements. 
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2. DETAILED FINDINGS AND ACTIONS 
This report has been prepared by exception. Therefore, we have included in this section, only those areas of weakness in control or examples of lapses in 
control identified from our testing and not the outcome of all internal audit testing undertaken. 

Asset Audit Procedure  

Control 1 
 

There is an Audit Policy which sets out the responsibility for ensuring the accurate recording of all IT assets 
in use by the organisation and an accurate record of all devices supported by ICT.  
The policy is supported by an Asset Audit Procedure, an Asset Physical Audit Method Statement and 
Methodology Statement which explains the process to be followed for the audit, including roles and 
responsibilities. This includes activities relating to: 

• identifying discrepancies; 
• preparing a list of recommendations; and   
• sharing with Section managers.  

Assessment: 

Design 
 
Compliance 

 

 
 

× 

Findings / 
Implications 

We noted that the Asset Audit Procedures gives a brief description of the process to be followed for an asset audit, and once complete to 
produce a comparative report for the designated product type. We confirmed that the document also provides a list of actions and 
responsibilities from the point a report is issued through to agreeing actions and monitoring completion of actions with timescales, 
although it does not state the frequency of audits.  
There is also an Asset Physical Audit Method Statement, this gives a short description of the process, responsibilities and timescales for 
the completion of an audit.  However, it does not state how often these audits take place and covers desktops and printers and not 
laptops.  
There is a risk that inactive laptops and desktops will not be verified during an audit, and without specifying frequency of audits 
discrepancies will not be identified within a reasonable time period. There is also a risk that theft or loss is not identified is audits are not 
undertaken regularly. 

Management 
Action 1 

Asset audit procedures will be revised to state the frequency of 
audits and include equipment that require physical checks. 
Physical checks will be performed on a rolling basis to ensure all 
stock is covered within an agreed period. 
Audit schedules and results will also be reported to an appropriate 
board or group for monitoring and review. 

Responsible Owner: 
Jon Black 

Date: 
End of March 
2022 

Priority: 
High 
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Asset Additions  

Control 2 
 

Asset additions are recorded in the ICT Service Management Tool within the CMDB. 
Purchase orders are approved in line with the authorisation limits across BCH.   
Where a purchase is for equipment for more than one force, the purchase order is split with the costs 
recharged between forces. 

Assessment: 

Design 
 
Compliance 

 

 
 

× 

Findings / 
Implications 

Using a report supplied containing an extract of SNOW and CDMB data for 2020 and 2021, we selected a sample of 30 laptop asset 
additions, 10 each for Bedfordshire, Cambridgeshire and Hertfordshire.    
We were able to trace each to approved purchase orders, including recharges where the purchase order and invoice was to one force but 
where the goods were distributed to the other two. We additionally agreed the purchase value as recorded in the asset register to the 
corresponding ledger entry.   
Of the sample of 30, 18 had been assigned to a user and had an active status.  We confirmed that 17 were active with the assigned user, 
however, we could not find one as having an active user on SNOW (5CG0529H38).   
We were informed that this was probably down to human error and would be picked up at the next asset audit.  There is a risk that the 
whereabouts of assets are inaccurate. 

Management 
Action 2 

ICT will investigate discrepancies to ensure users and devices are 
correctly matched. 

Responsible Owner: 
Jon Black 

Date: 
End of March 
2022 

Priority: 
Medium 

 

Asset Disposals  

Control 3 
 

Disposals of assets are identified and authorised on a disposal form, and the status on CMDB is updated 
accordingly.   
 

Assessment: 

Design 
Compliance 

 

 
× 

Findings / 
Implications 

We selected a sample of 30 laptop assets with the status of disposed on CMDB and attempted to trace to appropriately authorised 
destruction or disposal certificates.   
We confirmed that 29 of our sample had been recorded on a certificate, however one asset for Cambridgeshire (CZC9494GF4) could not 
be traced to a certificate. Through further query we were advised that this item had not yet been listed for disposal with the contractor.   
There is a risk that laptops recorded as disposed have been misappropriated if there is no record of the disposal or its location.  

Management 
Action 3 

ICT will investigate the exception identified and confirm the location 
of this asset, and whether it is with the contractor for disposal. 

Responsible Owner: 
Jon Black 

Date: 
End of March 
2022 

Priority: 
Medium 
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Disposal Contracts  

Control 4 
 

BCH ICT have contracts with Concept Management Ltd and Greenworld Electronics Ltd for data destruction 
and WEEE (Waste from Electrical and Electronic Equipment) for disposal service. Payment is received for 
scrap value of collected material.   
The service includes the crushing of hard disks on site, and to supply a brief description, serial numbers 
and asset numbers of goods collected. 

Assessment: 

Design 
 
Compliance 

 

 
 

× 

Findings / 
Implications 

We noted that a contract had been signed in 2015 for Cambridgeshire with Concept Management Ltd for the disposal of electrical and 
electronic equipment. There was also a contract with Greenworld Electronics Ltd for Hertfordshire, whilst this contract also included a 
section for possible future extension to Bedfordshire and Cambridgeshire, we noted this contractor was already being used by 
Bedfordshire although there is no current contract in place.  
We confirmed that both contracts included a service specification, which explain how equipment will be controlled through the collection 
and scraping of equipment.  
We were informed that although these contracts are quite dated, they have been used as a rolling renewal for the past few years. A 
tender process had recently been completed and a new contract for all three forces with Greenworld was currently being negotiated.   
With ICT equipment being disposed of for Bedfordshire with no contract in place the contractor cannot be held to account for any failure 
of the service. 

Management 
Action 4 

ICT will ensure the new contract clearly states the service being 
supplied to each organisation within BCH. 

Responsible Owner: 
Jon Black 

Date: 
End of March 
2022 

Priority: 
Medium 

 

Asset Audits  

Control 5 
 

Managers and individuals are required to confirm the existence of ICT equipment.  
The ICT Asset Team perform and facilitate audits of ICT equipment annually. 

Assessment: 

Design 
Compliance 

 

 
× 

Findings / 
Implications 

Through inspection of evidence for the annual remote audit including supporting data sheets, we confirmed that ICT had last completed 
an audit in November 2020. These had been performed remotely based on IP address and user log in on the equipment. The reports 
included links to underlying workpapers and a listing of recommendations and actions arising from the audit where discrepancies had 
been found. We noted that actions were assigned a priority status and estimated completion dates. We confirmed through inspection that 
supporting CMDB and SNOW schedules had been retained.  
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We were informed that all audits are discussed with the relevant section managers and issues identified are either progressed by the 
asset team or by the team who manage the assets. However, there is no reporting to a Board or Group to provide assurance that IT 
assets had been accounted for, significant discrepancies etc.  
We were also informed that physical audits are normally carried out annually however, no physical audit had been carried out in the last 
three years. We were also informed that as the Change & Asset Team consists of three staff it is not possible (from a resourcing 
perspective) for the Team to conduct these audits. There is a risk that not all non-active equipment is held where expected or could be 
mis-placed, lost or stolen without these checks having taken place. 

Management 
Action  

See action 1 above Responsible Owner: 
N/A 

Date: 
N/A 

Priority: 
N/A 
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Comparison of data on CMDB and SNOW  
Findings / 
Implications 

We utilised data analytics to run a procedure on the CMDB and SNOW databases from the November 2020 audit by the Change and 
Asset Team, to identify assets with the same asset number, but with conflicting hardware serial numbers.  
We attempted to match the CMDB and SNOW datasets in the first instance on the basis of the asset registration number in each 
system. On this basis, we noted 3,766 of the assets registered in CMDB appeared on the SNOW monitoring system. For these initial 
matches, we then attempted to determine whether the asset serial numbers for each asset also matched.  
We found 69 exceptions, nine of which were due to no serial number being recorded against the asset in SNOW. The remaining 60 
exceptions showed varying levels of mismatch.  
We reviewed a sample of assets with the highest level of mismatch between serial numbers with the Change and Asset Team. It was 
confirmed that these were true mismatches. It was noted that this could be due to changes to the hardware which have not been 
updated on the CMDB system.   
There may therefore be a risk of inaccurate or incomplete data in either the CMDB or SNOW systems. 

Management 
Action 5 

The Constabulary will investigate assets with mismatching serial 
numbers to ensure the correct serial number is reflected in 
CMDB. 

Responsible Owner: 
Jon Black 

Date: 
End of March 
2022 

Priority: 
Medium 

 

Analysis of data extract for Laptops  
Findings / 
Implications 

We performed an analysis of Laptops using an extract from SNOW and CMDB for 2020 and 2021. The report recorded 5,407 
laptops which were split as follows as far as the purchasing organisation: 

QTY Value % 
Bedfordshire 1,350 £1,171,347 24.62% 
Cambridgeshire 1,813 £1,598,399 33.60% 
Hertfordshire 2,244 £1,988,086 41.79% 

 
When broken down by the organisation that actually held the laptops (users) we found the following: 

 Value Qty
Bedfordshire £997,770  1129
Essex (beds email address) £18,733  21
Kent (beds email address) £4,484  5
Norfolk (beds email address) £8,877  10
Suffolk (beds email address) £14,299  16
Sub total  £1,044,166 21.95% 1181
Cambridgeshire £1,270,821 26.71% 1453
Hertfordshire £1,496,198 31.45% 1716

DATA ANALYTICS 
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NULL  £946,647 19.90% 1057
TOTAL  £4,757,833 100.00% 5,407

The tables above suggest inconsistencies between the organisation purchasing the laptops and the organisation using them, as 
ownership is signified by the email address of the user. There is a risk that this is inconsistent with the intentions of the section 22 
agreement. 
We also found the 137 laptops with the status of ‘on loan’ or ‘live’ where we expected them to be assigned to a user, but they were 
not. As the original intention was not clear in the section 22 agreement there is a risk that one force is purchasing equipment which 
is being used by another.  

Management 
Action 6 

All laptop and desktop equipment will be physically verified to ensure 
there are no material discrepancies between each Force. 
Once completed the regime of rolling verification in action one will be 
implemented.  

Responsible Owner: 
Jon Black 

Date: 
End of March 
2022 

Priority: 
Medium 

     

Analysis of data extract for Desktops  
Findings / 
Implications 

We performed an analysis of desktops using an extract from SNOW and CMDB for 2020 and 2021.  The report recorded 1,145 
desktops which were split as follows as far as the purchasing organisation: 

User Company 
With 

Location No Location TOTAL % 
Bedfordshire 192 97 289 25.24% 
Cambridgeshire 239 129 368 32.14% 
Hertfordshire 286 202 488 42.62% 
TOTAL 717 428 1145 100.00% 

Those with no location they were broken down as follows: 
ICT Stock Live Total

Bedfordshire 80 17 97 
Cambridgeshire 108 21 129 
Hertfordshire 162 33 202 
TOTAL 350 71 428 

It was expected that those with a status of ‘live’ would have a location, there is a risk that they have not been correctly identified. 
Although some discrepancies were expected due to staff and officers based within collaborated units, and as the original intention 
was not clear in the section 22 agreement, there is a risk the one force is purchasing equipment for another. 

Management 
Action  

See action six above Responsible Owner: 
N/A 

Date: 
N/A 

Priority: 
N/A 
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With the use of secure portals for the transfer of information, and through electronic communication means, remote working has meant that we have been 
able to complete our audit and provide you with the assurances you require. It is these exceptional circumstances which mean that 100 per cent of our audit 
has been conducted remotely. Based on the information provided by you we have been able to sample test. 

Why we completed this audit 
An audit on the Proceeds of Crime Act (POCA) was undertaken as part of the approved internal audit plan for 2021/22. The objective of the review was to 
allow Bedfordshire, Cambridgeshire and Hertfordshire (BCH) to take assurance over compliance with local procedures in relation to the Proceeds of Crime 
Act 2002.  

The Proceeds of Crime Act 2002 empowers Police Officers and accredited financial investigators to seize cash over £1k which they believe to be the 
proceeds of crime or held for use in crime. An application for detention must be made to the Magistrates Court within 48 hours to allow continued retention of 
the cash. Cash may also be seized under the Police and Criminal Evidence Act (PACE) 1984, as evidence of a crime. Cash may be held under both POCA 
and PACE. This audit considers the processes in place for handling POCA cash seizures only. 

Across BCH, POCA cash is managed by Financial Investigators (FIs) in the Eastern Region Special Operations Unit (ERSOU). Between January 2020 and 
September 2021, a total of £1,277,734.93 had been seized under POCA 2002 by BCH Forces across 101 individual seizures. 

Each of the Forces have different process around handling, counting and banking cash, however as per the College of Policing guidance, a general principle 
of POCA seizures is that the cash is not counted in situ. This is to preserve any forensic evidence as well as to avoid the practical difficulties of counting cash 
in unsuitable locations and therefore cash is not counted until it is cleared for banking. The amount of any seizure can only be estimated until it is counted at 
this stage. Once cash is forfeited under POCA 2002, monies will be paid to the Home Office for distribution through the Asset Recovery Incentivisation 
Scheme (ARIS) funds. Under the scheme, 50 per cent of the forfeited monies is retained by the Home Office, with the remainder shared across Bedfordshire, 
Cambridgeshire, Hertfordshire, Norfolk and Suffolk force in a ratio dictated by the value of contributions made by each force into ERSOU.  

As part of the audit, we visited three cash stores across the three forces (Thorpewood, Luton and Hatfield Police Stations) and completed sample testing (20 
cash seizures per site) to confirm ongoing compliance with procedures. We additionally selected a sample of nine (three per force) POCA cash forfeiture 
(which concluded in either Q4 2020/21 or Q1 2021/22) and performed a deep dive review of the processes taken by the FI team and how they collaborate 
with local Officer in Command (OIC)/ property store staff. 

  

 EXECUTIVE SUMMARY – PROCEEDS OF CRIME ACT (POCA) 
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Below, we have summarised the high-level milestones of a POCA case: 

 

Conclusion   
Across BCH, we identified an established control framework around the seizure, handling and storage of cash exhibits. Our testing identified that the principle 
of duality had been consistently followed throughout the cash handling process from seizure to banking. We also identified the role of ERSOU and the FI 
Team had been well embedded into operational matters to ensure consistent identification of POCA cases and evidence of liaison between the Forces and 
the FI Team during the investigation phase. 

We did however note as part of our site visits, that the Property Management System (PMS) records for Luton Police Station were not complete, nor up to 
date and that cash is counted by a single Finance Officer at Thorpewood Police station, without any witness or Body Worn Video (BWV) utilised. In addition, a 
total of eight ‘low’ priority actions had been raised, relating to minor discrepancies identified through the audit process. 

Internal audit opinion: 
Taking account of the issues identified, the Forces can take reasonable assurance that the controls 
upon which the organisation relies to manage this area are suitably designed, consistently applied and 
effective.  

However, we have identified issues that need to be addressed in order to ensure that the control 
framework is effective in managing the identified area(s). 
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Key findings 
Our review identified the following weakness resulting in two medium priority management action being agreed: 

 

PMS Accuracy – Luton Police Station 
We performed two-way testing between 10 cash exhibits recorded on the PMS system and 10 cash exbibits identified as being present at each 
of the sampled police stations. For Luton Police Station, whilst we confirmed that each of the 10 sampled exhibits selected from observation 
were accurately recorded within PMS, we however noted six of the 10 samples selected from PMS could not be located in the safe. 

Subsequent investigation found five of these had been banked between a week and month previous to the date of our inspection (21 
September 2021). For the outstanding sample, we reviewed the PMS record and identified this exhibit had been subject to investigation in 2019 
after going missing. 

Failure to update records within the PMS system in a timely manner increases the risk that exhibits are not tracked and subsequently lost. 
(Medium) 

 

Cash Counting – Thorpewood Police Station 
We performed a walkthrough of the cash counting practices adopted at each of the three sampled sites and tested to confirm the principle of 
duality was evidenced throughout. Whilst no exceptions were identified through our walkthroughs at Hatfield and Luton Police Station, we 
identified that at Thorpewood a second cash count is completed by a Finance Officer who does not complete this count in the presence of 
another officer, nor do they use BWV.  

Failure to perform any cash counting without dual control increase the risk to officer integrity if errors are found at a later date. (Medium) 

We noted the following areas to be adequately designed and operating effectively: 

 

Access and Filing  

Through our visits of Luton Police Station (Bedfordshire), Thorpewood Police Station (Cambridgeshire) and Hatfield Police Station 
(Hertfordshire), we identified that seized cash is stored within safes, within locked rooms. Across the Forces, a combination of physical keys 
and swipe cards had been utilised as a means of controlling access to the safes. Each Force utilised their own unique filing system to ensure 
that cash exhibits can be sourced in a timely manner, with these consistently adopted.  

 

Cash Counting 

We performed walkthroughs of the cash counting practices adopted at each of three sampled sites and confirmed that the principal of duality 
had been present for cash counting processes adopted at Luton and Hatfield Police Station. 
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Banking 

We also performed walkthroughs of the banking process adopted at each of three sampled sites and confirmed that the principal of duality (with 
the exception of the cash counting issue cited above) had been present throughout the banking processes at each site. We confirmed robust 
records are retained by the respective finance officers detailing the cash exhibits that have been banked, the relevant paying in slips and the 
officers who completed the banking exercise. 

Sample Testing 

For each of the visited sites, we obtained an output report from the PMS system detailing all cash exhibits located at each store. From these reports, we 
selected a sample of 20 and completed a number of tests, with the findings below: 

 

Timely Entry onto PMS 

Across our sampled 60 cash seizures (20 per visited site), we confirmed 57 of this were logged onto the PMS system on the same day as entry. 
In two cases, we noted that the cash entry had been made the day after and in one case, the entry had been made three days after. Given the 
low level of exceptions, we have not raised an action in this regard. 

 

Retention of Cash Exhibits 

It is the responsibility of the Officer in the Case (OIC) to make contact with the FI Team to obtain guidance around an early decision regarding 
the retention requirements of the cash and immediately update the PMS with a suitable instruction. Across our sample of 60, we noted no 
instances where cash seizures in excess of £3k did not have instruction to retain from an FI logged on the PMS system.   

Deep Dive 

To assess the work completed by the FI Team, we performed a “deep dive” into nine POCA cases (three per force) which had concluded between quarter 
four 20202/1 and quarter one 2021/22. 

 

Referral Forms  

Where an FI suspects that a cash exhibit may be able to be seized under POCA, The OIC is responsible for completing a referral form and 
sending this to the FIT team. For eight of our nine sampled cases, we confirmed that referral forms had been completed for each and retained 
within the FIT’s i-drive (local network drive), with these providing comprehensive detail around the case, the seizure and the individual in 
question. The outstanding sample related to cash seizure at Luton Airport where previously, an FI worked onsite so was able to assess the 
case upon seizure. 
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Investigation Logs 

We confirmed for each of our samples that the respective FI had maintained an Investigation Log, with this providing comprehensive 
information around the case, key dates such as the court dates and any correspondence held with the defendant. We also confirmed each of 
these were retained via the FIT’s i-drive under the relevant case file. 

 

Detention Orders 

When cash is seized under section 294 of POCA  and further detained under section 295, a detention order is raised to allow for cash to be 
retained whilst the FI Team conduct their investigations before raising a forfeiture application. We confirmed for seven of our sampled cases a 
detention order application had been raised by the FI and approved by through the Magistrates Courts, with this being completed within two 
working days of the POCA seizure. 

For the remaining two, we noted that no detention order had been raised with this on account of the FI raising a forfeiture order application 
without a detention order. Through discussion with the relevant FI, we noted that this was common practice where the FI is confident of the 
outcome of the case. 

 

Banking – Prior to Seizure 

Under POCA 2002, it can be interpreted that cash should not be banked prior to a cash detention order for POCA cash given that it changes the 
physical attributes of an evidential exhibit. As such, it is imperative for cash stores to only bank POCA cash once instructed by an FI to ensure 
that the evidence is not compromised through the investigation process.  

For our earlier sample of nine POCA cases, we confirmed through review of finance system extracts/ bank statements that none of the cash 
exhibits had been banked prior to a detention order being raised.  

 

Civil Forfeiture 

Following deliberation in the Magistrate Courts, the decision to make a civil forfeiture order is made (as appropriate). If it is confirmed that the 
monies can be seized under POCA, an entry is made into the Joint Asset Recovery Database (JARD), noting the amount to be recovered. We 
obtained the forfeiture orders for our nine sampled cases as well as screenshots from JARD, evidencing that information relating to the 
forfeiture order (amount, date etc) had been accurately input into the database. 

 

Asset Recovery Incentivisation Scheme – Allocation  

As per the Asset Recovery Incentivisation Scheme (2015), 50 per cent of proceeds arising through POCA 2002 seizures are retained by the 
Home Office, with the remaining proceeds shared with the operational partners based on their relative roles in delivering receipts into ARIS. 

Through discussion with the Business and POCA Performance Analyst, we were advised that the remaining 50 per cent is shared across the 
five-force partnership (Bedfordshire, Cambridgeshire, Hertfordshire, Norfolk and Suffolk) in line with the amounts of contributions made to 
ERSOU by each force. 
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For 2020/21 and 2021/22, we identified that in March of each year, confirmation around the allocations made to ERSOU had been validated by 
a Finance Officer (Bedfordshire Police). We obtained copies of each Force’s (with the exception of Norfolk and Suffolk) budgeted annual 
contribution, confirming that these reconciled with the figures provided to the Home Office. 

 

Asset Recovery Incentivisation Scheme – Validation 

On a quarterly basis, the Home Office will send the Business and POCA Performance Analyst breakdown of all payments to be paid following 
the conclusion of POCA cases in the last quarter. We obtained the email trails where the allocation had been sent to the Business and POCA 
Performance Analyst for the last two quarters (Q4 2020/21 and Q1 2021/22), confirming that the allocation had been checked and where 
necessary challenged where payments had been omitted from the listing. 

We also confirmed that the Business and POCA Performance Analyst retains their working papers for the checks performed. We obtained the 
working papers retained for 2020/21 Q4 and 2021/22 Q1, confirming that these clearly referencing the individual amounts remitted into the 
Home Office and the anticipated payment under ARIS to each force. 

We additionally identified eight low priority findings which are documented in the detailed findings section below. 
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DETAILED FINDINGS AND ACTIONS 
 

This report has been prepared by exception. Therefore, we have included in this section, only those areas of weakness in control or examples of lapses in 
control identified from our testing and not the outcome of all internal audit testing undertaken. 

3. Access and PMS Assessment 

Control 
 

Upon seizure, the exhibit should remain in the seizing or exhibits officer’s possession and be brought to a 
custody station. 

Access to station property stores is limited and all property entry is logged, including any movements of cash 
and property, which is documented through the PMS. 

Evidence bag numbers (both inner and outer bags) must be recorded on the PMS, upon return to a custody 
station as well as any information that can be used by the investigation team (for example, the DEMS 
reference number for any BWV recordings). 

Design 
 
Compliance 

 
 

× 

Findings / 
Implications 

We performed two-way testing between 10 cash exhibits recorded on the PMS system and 10 cash exbibits identified as being present at 
each the three sampled sites. 

A total of 60 samples were reviewed with the objective of the testing to assess the accuracy and completeness of records maintained on 
PMS. From our testing, we identified for the 40 samples reviewed within Hatfield and Thorpewood Police Stations that these had been 
accurately recorded within PMS with respect to exhibit descriptions, seizing information (such as dates) and the storage location. 

For Luton Police Station, whilst we confirmed that each of the 10 sampled exhibits selected for observation were accurately recorded 
within PMS, we however noted six of the 10 samples selected from PMS could not be located in the safe. 

Subsequent investigation found five of these had been banked between a week and month previous to the date of our inspection (21 
September 2021). This thereby indicated that the property office had not updated the PMS records to reflect that cash had been banked in 
a timely manner. For the outstanding sample, we reviewed the PMS record and identified this exhibit had been subject to investigation in 
2019 after going missing. Similarly, the record should have been updated to note that this is not a current exhibit within the property 
management system. 

If the Force does not have complete and accurate property management records, there is an increased risk that exhibits are lost or taken.  

Management 
Action 4 

Luton Police Station 
Property Officers will complete a review of current cash exhibits 
retained within their cash stores to ensure that these are 
accurately and comprehensively recorded within the PMS system. 

Responsible Owner: 
Emma Owers, Police Sgt, Property 
Stores 

Date: 
Completed, 
October 2021 

Priority: 
Medium 
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5. Cash Counting Assessment 

Control 
 

In line with College of Policing guidance, cash seized from criminal activity should not be counted at the 
scene. 

The Officer in charge of the investigation and their Supervisor have responsibility to make the decision to 
count monies. The principal of duality (counter and witness) should be present throughout the cash counting 
process, with this documented on the sealed cash bag, which must be sealed and signed by both officers / 
members of staff. 

Design 
 
Compliance 

 
 

× 

Findings / 
Implications 

Thorpewood Police Station 

We performed a walkthrough of the cash counting process adopted at Thorpewood Police Station with the Local Policing Business 
Advisor. As part of the walkthrough, we identified that cash is typically counted (in the presence of another officer) on seizure, unless the 
OIC suspects that the cash would be needed for forensic purposes, in which case, the exhibit would remain uncounted. The cash is then 
brought to a cash store to be retained. 

Once authorised for banking, the cash a second count is performed by a Finance Office (located at Thorpewood Police Station) to validate 
the initial count performed by the armed officers. At this stage, the Property Officer provides the Finance Officer with an output from PMS, 
highlighting all cash exhibits marked for disposal. 

We did however identify through discussion with the Finance Officer that this second count is not performed in the presence of any other 
officer, nor is body worn video utilised by the Finance Officer. 

Failure to perform any cash counting without dual control increase the risk to officer integrity if errors are found at a later date. 

Management 
Action 6 

Thorpewood Police Station  
Cambridgeshire Police will introduce a second officer to be 
present at the second count of cash. Alternatively, the Force will 
consider the use of BWV to evidence the cash counting process. 

Responsible Owner: 
Charlotte Smith, Local Policing 
Business Advisor 

Date: 
January 2022 

Priority: 
Medium 
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Why we completed this audit 
As part of the internal audit plan for 2021/22, we have performed a review to follow up the progress made to implement the previously agreed management 
actions from our BCH Procurement Follow Up (6.20/21) report. Previously, we identified that the Forces had demonstrated poor progress in implementing the 
agreed management actions.  

A longstanding management action in our review relates to transactions valued between £5k and £50k, which as per the joint financial regulations for the 
three Forces, are required to be managed by local Force teams. It has been agreed that the solution to clearly evidencing compliance with procurement rules 
for transactions at this value will be achieved by retaining evidence of quotes on purchase ledgers or through the implementation of e-Procurement. Our 
review also includes a number of management actions agreed in the 7 Force Procurement (3.20/21) report, relating to the use of Single Tender Action (STA) 
forms, the inclusion of STAs on the pipeline, the completeness of the contracts register and contract management. 

The five management actions considered in this follow up review comprised of one high, three medium and one low priority action. The focus of this review 
was to allow management to take assurance that the previously agreed actions have been adequately implemented. 

Conclusion  
Taking account of the issues identified in the remainder of the report, in our opinion, the Forces have demonstrated little progress in implementing the 
agreed management actions to date. We found that the agreed solution to the management of £50k procurements within local Forces had not been fully 
implemented. We were advised that delays occurred due to ongoing discussions between the Forces to agree a joint solution, although this solution could not 
be agreed and each Force has therefore identified its own solution to be followed moving forwards.  

We confirmed the implementation of a 7 Force action to add STAs to the pipeline, but found that although progress has been made, actions relating to the 
inclusion of due diligence on STA forms, the completeness of the contracts register and the internal review of compliance with contract management 
processes had not been fully implemented. 

Where appropriate, we have made amendments to the original actions and their priority following discussions with management. Please see the status of 
actions summarised in the graph below. 
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Progress on actions 
The following table includes details of the status of each original management action: 
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BCH Procurement Follow Up (6.20/21) 7 Force Procurement (2.20/21)

M
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ct
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ns

Audits Reviewed
Implemented Implementation Ongoing/Not Implemented Superseded/Not Due Not yet due for Implementation

Implementation 
status by 
management action 
priority 

Number of 
actions agreed 

Status of management actions
Implemented 

(1) 
Implementation 

ongoing 
(2) 

Not implemented 
(3) 

Superseded 
(4) 

Completed or 
no longer 
necessary 

(1) + (4)

Low 1 0 0 1 0 0 

Medium 3 1 2 0 0 1 

High 1 0 1 0 0 0 

Totals 5 1 3 1 0 1 
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2. FINDINGS AND MANAGEMENT ACTIONS 
Status Detail 

1 The entire action has been fully implemented. 
2 The action has been partly though not yet fully implemented. 
3 The action has not been implemented. 
4 The action has been superseded and is no longer applicable. 

 

 

 

Procurement Follow Up 6.20/21   

Original 
management 
action / 
priority 

The ability to capture the evidence of quotes within existing systems will be investigated as an initial step. This will either be:  

1. through the purchase ledger where evidence will be attached to the PO. PO’s will not be approved unless the evidence is provided. 
This will be backed up by a no PO / no pay policy; or 

2. the use of e-procurement across BCH including appropriate workflow approvals and similarly capturing evidence as part of the PO / 
requisition process. (High) 

Audit finding 
/ status 

Cambridgeshire 

We were advised by the Head of Finance and Resources that in August 2021, the Force requirement was to utilise the paperclip function 
within the FPM finance system, which meant that PO approvers would ensure that all three quotes are attached for purchases between 
£5k and £50k. 

The Force is working towards implementing e-Procurement by the end of 2021. The project to implement the system is live and finances 
have been approved. The Force already uses e-Financials as its finance system and e-Procurement is an additional module. 

We obtained a listing of all purchase orders under £50k from August to September 2021 and noted that there were 59 transactions, after 
selecting initial samples of 10 transactions and through discussions with the Principal Financial Accountant, we found that we were unable 
to test a full sample. This was due to the transactions relating to procurement outside of the local Force process, such as frameworks. 

We therefore conducted a walkthrough of FPM for an August 2021 purchase of £45k with a cyber security supplier. We confirmed that 
within the purchase order on the system there was the functionality to attach three quotes. However, we found that only the chosen quote 
was attached to the system. We noted that the email trails attached, relating to the chosen quote, indicated three quotes had been 
obtained but the two remaining quotes were not attached to FPM in line with the new process. 
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We obtained a screenshot from the Force Intranet dated July 2021, which confirmed that it had been communicated to staff that for 
purchases between £5k and £50k three quotes must be attached to FPM. 

Although we note that work has been undertaken to address the risks in this area, as the temporary process and the long-term solution to 
implement e-Procurement have not yet been fully implemented, there is a risk that the Force cannot evidence that value for money is 
being achieved for purchases under £50k. 

2 – The action has been partly though not yet fully implemented. 

Management 
Action 2.1 

Cambridgeshire 

In the interim, the Force will ensure that three quotes are attached to FPM 
for applicable purchases valued between £5k and £5k.  

The Force will implement e-Procurement at the end of the year, as a long-
term solution to evidencing compliance with the process. 

The Force should ensure that applicable purchases valued between £5k 
and £50k can be easily identified for future testing and for spot checking by 
local teams.  

Responsible Owner:  

Joanna Conlon – 

Head of Finance and 
Resources 

 

Date:  

31 December 
2021 

Priority: 

High 

 

 

Audit finding 
/ status 

Bedfordshire  

We were advised that the Force has not yet implemented a solution to the £5k to £50k procurements process. The Force will not be 
implementing e-Procurement but from October 2021 will be requiring three quotes to be attached to the PO on the Purchase Ledger for all 
relevant purchases. 

The Force were initially aiming for implementation of this in September 2021, but this has been delayed whilst the Forces agree upon the 
list of exemptions, for purchases relating to sole supplier for relevant areas such as Cyber Crime. The Head of Finance is finalising this list 
and will be sending out a reminder of the rules once implemented. 

We were advised by the Head of Finance that the Force was in the process of writing to all budget managers to help implement the new 
process, and that the Force has no contracts register for under £50K. For contracts under £50k, renewals are managed by the relevant 
budget holder. 

We were further informed that BCH were trying to implement the same process throughout the three organisations but could not come to 
an agreement about the use of e-Procurement. 

Without central oversight or a regular process of sampling of compliance with the quotation process, there is a risk that this process is not 
being effectively carried out, which may impact the value for money achieved for purchases below £50k. 

2 – The action has been partly though not yet fully implemented. 
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Management 
Action 2.2 

Bedfordshire  

The Force will ensure that three quotes are attached to its purchase ledger 
for applicable purchases valued between £5k and £50k.  

The Force should ensure that applicable purchases valued between £5k 
and £50k can be easily identified for future testing and for spot checking by 
local teams. 

Responsible Owner:  

Stuart Goodwin – Head of 
Finance 

 

Date:  

31 October 
2021 

Priority: 

High 

 

 

Audit finding 
/ status 

Hertfordshire 

We were advised by the Hertfordshire Customer Service Manager that the Force uses e-Procurement; however, evidence of quotes is 
contained within email folders as purchasers are required to send evidence to the Force central procurement team. We were advised by 
the Head of Finance that the Force are working on revisions to procedures and internal communications to address the action by the end 
of October 2021, similar to Bedfordshire.  

Without central oversight or a regular process of sampling of compliance with the quotation process, there is a risk that this process is not 
being effectively carried out, which may impact the value for money achieved for purchases below £50k. 

2 – The action has been partly though not yet fully implemented. 

Management 
Action 2.3 

Hertfordshire 

The Force will ensure that three quotes are attached to its purchase ledger 
for applicable purchases valued between £5k and £50k.  

The Force should ensure that applicable purchases valued between £5k 
and £50k can be easily identified for future testing and for spot checking by 
local teams. 

Responsible Owner:  

Mike Jarvis – Head of Finance 

Date:  

31 October 
2021 

 

Priority: 

High 

 

 

 

 

7 Force Procurement 3.20/21  

Original 
management 
action / 
priority 

A handover process for the change of key contract leads mid-way through contracts will be put in place.   

Dip sampling of compliance with contract management processes by operational leads will be undertaken by Procurement. (Medium) 
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Audit finding 
/ status 

We were advised by the Head of Strategic Procurement, that 7 Force implemented Atamis for contract management in December 2020, 
but handover of responsibilities has not taken place yet as there have been no starters or leavers. We conducted a walkthrough of Atamis 
with the Head of Strategic Procurement. We reviewed an example contract which was with Anglia Ruskin University for Services relating 
to the Police Education Qualifications Framework for BCH. 

We confirmed that within the details section, the Contract Owner was clearly assigned, and that there was a change owner button 
available to those with the authority to do so. We noted that the Head of Strategic Procurement had the appropriate access levels to make 
changes if required. We confirmed that there were also clearly assigned Purchasing Officers and Support Officers to the contract which 
could also be amended on Atamis. 

We were advised by the Head of Strategic Procurement that the Force would be able to identify any inappropriate changes to contract 
responsibilities through review of a changes report from Atamis. As we have confirmed that the change of contract leads can be clearly 
managed through Atamis, this part of the action has been considered implemented. 

We were advised by the Head of Strategic Procurement, that contract management processes have not been formally agreed and 
therefore staff have not been trained or advised accordingly, and as a result it would not be possible to dip sample at this time due to the 
processes not having been appropriately embedded.  

The Head of Supplier Relationship Management (SRM) is new in post (six months) and BlueLight Commercial are due to deliver contract 
management training, but the date for this has not yet been confirmed.  

We were advised by the Head of Commercial Support that in order to avoid duplication of effort, once the BlueLight national training has 
been delivered locally this will be reviewed together with any supporting documentation and then appropriate and proportionate measures 
can be implemented. 

In the absence of contract management compliance reviews there is a risk of contracts not being appropriately monitored. 

2 – The action has been partly though not yet fully implemented. 

Management 
Action 4 

Contract management processes should be formally agreed, documented 
and communicated to staff with training provided where appropriate.  

Following this, 7 Force should undertake checks of the practices being 
applied by contract managers and maintain evidence to confirm that checks 
have taken place 

Responsible Owner:  

Simon Fenning – 

Head of Supplier Relationship, 
7 Force Commercial Services 

Date:  

31 March 2022 

Priority: 

Medium 
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rsmuk.com 
The matters raised in this report are only those which came to our attention during the course of our review and are not necessarily a comprehensive statement of all the 
weaknesses that exist or all improvements that might be made. Actions for improvements should be assessed by you for their full impact.  This report, or our work, should not 
be taken as a substitute for management’s responsibilities for the application of sound commercial practices. We emphasise that the responsibility for a sound system of 
internal controls rests with management and our work should not be relied upon to identify all strengths and weaknesses that may exist.  Neither should our work be relied 
upon to identify all circumstances of fraud and irregularity should there be any. 

Our report is prepared solely for the confidential use of Police and Crime Commissioner for Cambridgeshire and Cambridgeshire Constabulary and solely for the purposes set 
out herein. This report should not therefore be regarded as suitable to be used or relied on by any other party wishing to acquire any rights from RSM UK Risk Assurance 
Services LLP for any purpose or in any context. Any third party which obtains access to this report or a copy and chooses to rely on it (or any part of it) will do so at its own 
risk. To the fullest extent permitted by law, RSM UK Risk Assurance Services LLP will accept no responsibility or liability in respect of this report to any other party and shall 
not be liable for any loss, damage or expense of whatsoever nature which is caused by any person’s reliance on representations in this report. 

This report is released to you on the basis that it shall not be copied, referred to or disclosed, in whole or in part (save as otherwise permitted by agreed written terms), without 
our prior written consent. 

 

For more information contact 
 

Dan Harris, Head of Internal Audit 
daniel.harris@rsmuk.com  
Tel: 07792 948767 
 

Shalini Gandhi, Manager 
Shalini.gandhi@rsmuk.com 
Tel: 01908 687806 
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Emergency Services News Briefing

Police

Police response to violence against women 

and girls

Her Majesty’s Inspectorate of Constabulary and Fire and 

Rescue Services (HMICFRS) has published a report 

setting out its findings from inspections carried out on 

how effectively the police respond to violence against 

women and girls (VAWG) offences. HMICFRS notes that 

the police had made vast improvements in the response 

to VAWG over the last decade, including better 

identification of repeat victims and improved safeguarding 

measures. But it also found several areas where the 

police need to improve, with HMICFRS noting ‘grave’ 

concerns about the number of VAWG cases closed 

without charge, and major gaps in the data recorded on 

VAWG offences. 

While HMICFRS has made several recommendations for 

immediate improvements to police practices, it concluded 

that the police cannot tackle VAWG alone. It said the 

whole system, including policing, health and education, 

must take a fundamentally new approach. HMICFRS also 

note that the government should consider legislating to 

create a new statutory duty for all partner agencies to 

work together to protect women and girls, similar to the 

existing framework for child protection .

Read more

Forces given funding boost to increase roll 

out of Hotspot Policing

The Home Office has announced that 18 police forces will 

receive a share of £4.12m to increase Hotspot Policing in 

towns and cities blighted by violent crime. The additional 

£4.12m will bring the total funding given to those 18 

forces to tackle serious violence to £28.6m in 2021. The 

investment in Hotspot Policing follows the government’s 

Beating Crime Plan to reduce crime, protect victims and 

make the country safer.

Read more

Police and local authorities given extra 

funding for safer streets

The Home Office has announced a £23.5m fund which 

will be shared amongst police forces and local authorities 

across England and Wales to make public spaces safer 

as part of the government’s Safer Streets Fund.

Read more

In this edition of our news briefing, we draw attention to some of the key 

developments and publications affecting the sector including a new 

Protection Fire Standard and ensuring communities feel safe. 

3

Questions for committee’s consideration

In light of recent high profile national events and the 

HMICFRS review, how has the Force responded? 

What action has been taken? What action is 

planned? 

Is the AC aware of the recommendations and do you 

have assurance on the progress made to date and 

any gaps in assurance?
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Autumn Budget

In delivering his Autumn Budget the Chancellor, Rishi 

Sunak, announced a fund of £540m to recruit the final 

8,000 police officers to reach the government’s 

commitment of recruiting 20,000 new officers by 2023. To 

ensure swift access to justice for victims, the budget 

provides almost £650m additional funding by 2024/25 to 

manage the increased number of offenders being brought 

to justice by these officers .

Read more

Firearms licensing

The Home Office has published new guidance on 

firearms licensing which will require any applicant to 

provide details of their medical history to the police. 

Applicants for a firearms licence may also be subjected to 

social media checks and officers will be able to interview 

their friends or family, or any other relevant individuals .

Read more

4

Questions for committee’s consideration

Do you know your Force allocation and if your Force 

has recruited to the respective target?

Do you have assurance the Force processes in relation 

to recruitment, onboarding, equipment and training are 

efficient and effective? 

Questions for committee’s consideration

Has your Force updated its procedures and how are 

you getting assurance that Firearms licensing 

arrangements are robust?
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Cyber and information security

The National Audit Office (NAO) has published a guide to 

support audit committees to work through the complexity 

of cyber security. The NAO notes that audit committees 

should be scrutinising cyber security arrangements. To 

support this, the NAO’s guide complements government 

advice by setting out high-level questions and issues for 

audit committees to consider. Audit committees should 

gain the appropriate assurance for the critical 

management and control of cyber security and 

information risk .  

The guide provides a checklist of questions and issues 

covering: 

• the overall approach to cyber security and risk 

management;

• capability needed to manage cyber security; and

• specific aspects, such as information risk 

management, engagement and training, asset 

management, architecture and configuration, 

vulnerability management, identity and access 

management, data security, logging and monitoring 

and incident management.  

Questions include:

1. ‘Has the organisation implemented a formal regime or 

structured approach to cyber security which guides its 

activities and expenditure?’;

2. ‘How has management decided what level of risk it 

will tolerate and how it will manage that risk?’;

3. ‘Does the organisation understand if its risk profile 

and appetite has changed due to coronavirus?’; and

4. ‘Has the organisation identified and deployed the 

capability it needs in this area?.’

Read more

5

Police and Fire

Questions for committee’s consideration

Has the AC received recent assurance and do they 

get ongoing assurance in relation to cyber and 

information security?
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ESG (Environmental, Social and 

Governance)

ESG is poised to be the defining business matter 

of the decade. With investors, employees, 

customers and business partners all demanding 

responsible business activity, organisations cannot 

ignore how important sustainable and ethical 

business now is globally. 

In a survey conducted by RSM, over 400 middle 

market business leaders shared how they interact 

with ESG issues. 56 per cent of businesses are 

familiar with the concept of ESG. Commissioners, 

Forces and Fire Authorities  need to pay attention 

to these important pillars of ESG, as being 

proactive on the social and governance 

considerations offers great value to organisations. 

Whilst the survey was aimed at middle market 

businesses, ESG is becoming an increasingly 

significant topic across all organisations and 

businesses whether that is the corporate, public 

and not for profit sectors.

Read our findings on The Real Economy hub.

RSM’s new Associate Director leading 

on ESG matters

Former senior Police officer, Paul is a highly trained 

detective (with 30 years Policing experience) and 

critical incident manager with specialist knowledge 

of complex investigations into organised crime, 

business human rights and modern slavery, 

safeguarding and protective security. Paul provided 

risk management advice to businesses, on a range 

of subject matters, with a particular focus on the 

range of societal risks now being experienced by 

organisations and how responsible business 

principles can be applied to make for a more 

sustainable business, no matter what size or sector. 

Paul’s approach to looks beyond compliance and 

he is well placed to assist our Police and Fire 

clients. RSM have recently launched an ESG 

maturity assessment, and we can provide more 

details on request.
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Protection Fire Standard

The Fire Standards Board has published the Protection 

Fire Standard which aims to bring a consistent national 

approach by fire and rescue services to deliver effective 

and efficient fire protection activities within their local 

communities. The desired outcome of the Protection Fire 

Standard is that it will enable a fire and rescue service to 

improve the safety of the built environment and wellbeing 

of its community, complying with its statutory 

responsibilities. It aims to enable a fire and rescue service 

to target its resources, using data and intelligence to 

proactively plan, respond and adapt to the changing 

needs of its community. Additionally, the Standard aims 

to evoke a learning and sharing culture among fire and 

rescue services, to improve and innovate Fire Protection 

activities and work collaboratively with other regulators, 

partners and stakeholders.

Alongside the publication of the Protection Fire Standard 

is the launch of a Fire Standards Implementation Tool. 

The tool has been designed to support services in 

assessing how well they meet the Standard and will 

enable them to build an action plan to resolve areas 

where there may be gaps.

The Fire Standards Board has also launched a 

consultation on the Fire Standard for Fire Investigation. 

This further Fire Standard will accompany the other eight 

Fire Standards currently in place. The consultation closes 

on 6 December 2021 .

Read more

National co-ordination and advisory 

framework

The revised national coordination and advisory framework 

(NCAF) for the fire service in England has been reviewed 

and published. It reflects a number of changes including:

• changes to the National Fire Chiefs Council (NFCC) 

Chair;

• changes to the Home Office department responsible 

for Fire Resilience;

• learning from national scale incidents from recent 

years;

• coronavirus learning; and

• role of the National Strategic Advisory Team (NSAT).

Read more

7

Fire

Questions for committee’s 

consideration

Is the committee assured that the Service is 

working to implement the requirements of the new 

standard?

Has your Service / Authority responded to the 

consultation? 
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