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1 Introduction 
The internal audit plan for 2020/21 was approved by the Joint Audit Committee at the April 2020 meeting. This report provides an update on progress against that plans and 
summarises the results of our work to date. The Executive Summary and Key Findings of the assignments below are attached to this progress report.   
We have finalised four Cambridgeshire only reports and two BCH Collaborative reports since the last meeting. 

2 Reports 
 
2.1 Progress against the internal audit plan 2020/21 Cambridgeshire only 
Assignment  Status / Opinion issued Actions agreed Target timing as per plan 

Low Medium High 
Cash, Banking, and Treasury Management 
(1.20.21)  

Final Report 
Reasonable Assurance 4 2 0 Q2 

General Ledger (2.20/21) 
 

Final Report 
Substantial Assurance 0 0 0 Q3 

Payroll (4.20/21) 
 

Final Report 
Reasonable Assurance 4 3 0 Q3 

Payments & Creditors (3.20/21) 
 

Final Report 
Reasonable Assurance 0 1 0 Q3 

Business Planning (5.20/21) 
 

Final Report 
Substantial Assurance 0 1 0 Q4 

Ethics & Culture (6.20/21)** Final Report 
Substantial Assurance 3 0 0 TBC 

Follow Up (7.20/21) Final Report  
Reasonable Progress 0 3 0 Q4 

** Please see appendix B 
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2.2 Progress against the internal audit plan 2020/21 Bedfordshire, Cambridgeshire and Hertfordshire 
Collaborative  

Assignment and Organisation Lead Status / Opinion issued Actions agreed Target timing as per plan 

Low Medium High 

Cloud Security Management Hertfordshire Final Report 
Advisory 

2 5 0 Q1 
 

Occupational Health Cambridgeshire Final Report 
Advisory 

0 1 0 Q2 

Procurement – 7Force Essex Final Report 
Reasonable Assurance 

8 4 0 Q2 
 

Health & Safety Bedfordshire Final Report 
Substantial Assurance 

4 0 0 Q2/3 
 

Risk Management Bedfordshire Final Report 
Advisory 

2 5 0 Q2 

Procurement - BCH Cambridgeshire Final Report 
Poor Progress 

1 3 1 Q3 
 

Remote Working** Hertfordshire Additional review added to the plan. To be completed as part of the 2021/22 
audit plan. 

n/a 

** Please see appendix B 

This completes our audit plan for 2020/21. 
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Appendix A – Other matters 
Changes to the 2020/21 audit plan 
Since the last Committee, we have agreed the following change to the audit plan.  

Note Auditable area Reason for change

1 BCH - Remote Working We have now agreed the scope and questionnaire for this additional review on remote working. Due to the 
timing of the work to be completed, we will include this in the audit plan for 2021/22. 

 

We have reported the following changes to the JAC previously: 

Note Auditable area Reason for change

1 BCH - Remote Working Due to the increased risks surrounding remote working, management requested RSM to complete an 
additional review in the area of Remote Working including Cyber Security links. 

2 Ethics & Culture This was moved from quarter 3 to quarter 4 at the request of management as the Chief Officer Team are 
launching a new organisation-wide cultural reform piece of work on the 15th October 2020.   Therefore, 
most of the areas within the scope of the audit will be part of this reform work.   

 

Other Assurances 
As reported previously, the we were requested by the Director of Essex and Kent Support Services to undertake a review of the controls in place at the Regional Distribution 
Centre (supporting the procurement and distribution of all PPE as a result of the pandemic for the 7 Forces in the East of England) which has been set up in Essex. The report 
has been issued in final and we understand that the Director of Essex and Kent Support Services has shared the findings with all Forces and OPCCs.  
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Annual Opinion 2020/21 
The Head of Internal Audit Opinion and Annual Report have been included as a separate agenda item. 

Annual Governance Statement 2020/21 
We have been requested by the OPCC & Force to update and draft the Annual Governance Statements for 2020/21, this has been completed outside of the audit plan and 
quality assurance will be completed by a separate Internal Audit Manager and Partner to ensure no conflict of interest from the core team. The statements remain the 
responsibility of the Police and Crime Commissioner and Chief Constable and will be reviewed, amended and signed off by the Chief Constable and Police and Crime 
Commissioner.  

Added value work 
We have issued four client briefings since the last Joint Audit Committee:  

• Client briefing – emergency services new briefing March 2021. 
• Well-being and mental health - gathering the insights of employees 
• Virtual Board and Committee meetings 
• Refreshing Internal Audit Reports – Assurance Levels 

 

Quality assurance and continual improvement  
To ensure that RSM remains compliant with the IIA standards and the financial services recommendations for Internal Audit we have a dedicated internal Quality Assurance 
Team who undertake a programme of reviews to ensure the quality of our audit assignments. This is applicable to all Heads of Internal Audit, where a sample of their clients 
will be reviewed. Any findings from these reviews being used to inform the training needs of our audit teams. 

The Quality Assurance Team is made up of; the Head of the Quality Assurance Department (FCA qualified) and an Associate Director (FCCA qualified), with support from 
other team members across the department.   

This is in addition to any feedback we receive from our post assignment surveys, client feedback, appraisal processes and training needs assessments.
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Appendix B – Executive summaries and action plans from finalised reports 

Page 7 of 61



 

2 
 

 

With the use of secure portals for the transfer of information, and through electronic communication means, remote working has meant that we have been 
able to complete our audit and provide you with the assurances you require. It is these exceptional circumstances which mean that 100 per cent of our audit 
has been conducted remotely. Based on the information provided by you, we have been able to undertake our sample testing. 

Why we completed this audit 
An audit of Payments and Creditors was undertaken as part of the approved internal audit plan for 2020/21. We performed this review to allow management 
to take assurance that the processes relating to payments and creditors are carried out in line with the BCH Financial Regulations.  

eFinanicals is the system used by the finance team to raise purchase orders, receipt invoices and record goods received. The Finance Process Manager 
(FPM) system is the workflow used to ensure adequate segregation of duties and appropriate approval when raising purchase orders. 

The Senior Management Team includes the Head of Finance, the Principal Financial Accountant, the Principal Management Accountant and Finance 
Supervisor. BACS payment runs are completed on a weekly basis for accounts payable transactions. Controls around this process include a reasonableness 
check completed by management for a random sample of the largest payments and signing of the BACS audit report by the authorised members of staff prior 
to the payment being authorised and paid. 

Conclusion  
Our review confirmed that the controls in place for payments and creditors were generally robust. The controls that were designed well and complied with 
include the financial regulations, payment runs, supplier additions, access to the finance system and reconciliations of the finance system.  

We did identify a weakness in relation to supplier amendments resulting in a medium priority action.  We also noted that eFinancials does not control approval 
limits and that this is manually implemented by the Finance team outside of eFinancials.  We found through review of evidence from outside of eFinancials for 
a sample of 20 purchase invoices that each had been appropriately approved and there was a segregation of duties at each stage of the process. 
Management are aware of this issue and we found the current compensating controls were operating.  

Internal audit opinion: 

Taking account of the issues identified, the Constabulary and OPCC can take reasonable 
assurance that the controls in place to manage this risk are suitably designed and consistently 
applied. 
 
However, we have identified issues that need to be addressed in order to ensure that the 
control framework is effective in managing the identified risk(s). 

 

EXECUTIVE SUMMARY – PAYMENTS AND CREDITORS 
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Key findings 
We identified the following weakness: 

  

 

Supplier Amendments 

We obtained a report of amendments to supplier details since April 2020 and selected a sample of five, three changes to bank details and two to email 
addresses. We confirmed for one in our sample of five that the appropriate supplier verification had been undertaken and that the change request was 
accurate to the change in the system. For two samples, we were informed by the Finance Supervisor that documentation for email address changes 
are not maintained as they are low risk and not accepted as a method of confirming bank details.   
For the remaining two bank detail changes in our sample: 

• In one case the change had been made as the incorrect details were originally input into the system when adding the supplier to eFinancials. 
We noted during testing that when the supplier was added to the system that an independent check had been undertaken, despite this, the 
incorrect bank details were not identified.   

• For the other change to bank details, we were informed by the Finance Supervisor that the supplier was an individual who had submitted a 
claim for interpretation services and had added to the form different bank details to those stored on the system. We were also informed that as 
the signature on the form matched the signature held for the individual, the bank details were changed without confirmation. However, if all 
amendments to supplier details initiated by the supplier are not verified with the supplier (via the existing contact details held), there is a risk of 
fraudulent supplier amendments which could lead to a loss of funds.  (Medium) 

  

 

We noted the following controls to be adequately designed and operating effectively: 

 

BCH Financial Regulations, Finance System Access and Purchase Ledger Reconciliations 

As part of the 2020/21 General Ledger review, we found the following: 

• there was a BCH Financial Regulations document in place which had been approved and recently reviewed, was comprehensive in nature, 
including information guidance and responsibilities on making purchases, receiving goods and making payments and was available to staff via 
the Force’s intranet; 

• for a sample of 15 users added to the eFinancials system since April 2020 an access request form had been completed and authorised by the 
relevant line manager and accountant, and a segregation of duties had been maintained; 
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• trial balance reconciliations for July, August and September 2020 had been prepared by the Finance Officer and authorised by the Principal 
Financial Accountant, and each showed a trial balance of £0 

Through review of the Constabulary’s Force Financial Instructions, we found that they had been approved in April 2020 by the Chief Constable and 
Chief Constable’s Chief Finance Officer. We also found through review, that guidance had been included on the use of purchase orders, receiving 
goods, paying invoices and setting up new suppliers. No exceptions were noted. 

 

Authorised Signatory List 

We were informed by the Principal Financial Accountant that the Authorised Signatory List is reviewed by the Systems Team on an annual basis and 
this includes reviewing cost centres and whether the individuals with the ability to approve transactions within them remain appropriate. We noted 
during review of the Authorised Signatory List that there had been 24 changes made to the list since April 2020 to date. 

 

Purchase Orders and Invoices 

We were informed by the BCH Finance Systems Administrator that eFinancials does not control approval limits for purchase orders and that this is 
manually implemented by the Finance team outside of eFinancials. Although we confirmed that these had been approved in line with authorisation 
limits, for example via email, we found that in a number of instances the system did not reflect the individuals approving, raising and receipting the 
goods for a sample of 20 purchase orders and invoices in eFinancials. We were advised by the Head of Finance that only the Purchase Order Finance 
Assistants have the ability to process orders on behalf of others at the Force within eFinancials and that if abnormal purchases were made, there were 
detective controls in place as part of budgetary control processes to identify these.  

Whilst this did not eliminate the risk entirely, given the cost and structure change required to implement electronic solutions, the Force is satisfied with 
the controls in place and has accepted the risk that a member of the finance team could enter an order which is not appropriately authorised which 
would committing the Force to expenditure. 

 

Payments Runs 

We selected the following sample of payment run dates from 2020: 

• 10 June; 
• 22 July; 
• 12 August;  
• 16 September; and 
• 21 October. 

Through review of our sample, we found in all cases that a check summary sheet had been completed by the Finance Supervisor, which includes a 
check of whether each individual invoice to be paid has been approved and has not already been paid. We also found that a sample of large payments 
had been reviewed, a member of the Senior Management Team had approved the run and confirmation had been received that the run had been 
processed. 
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We were informed by the Finance Supervisor that the Accounts Payable department do not undertake CHAPS or cheque pay runs. 

 Supplier Additions 

We selected a sample of five supplier additions since January 2020 and found the following: 

• an internal (to notify procurement of the supplier addition and expected spend) and external form (to record the supplier’s details, for example 
their bank details) had been completed; 

• the Financial Accountant had approved four additions and procurement had approved one addition that was made prior to the change in the 
approval process in April 2020; 

• an independent check of the supplier details input to the system had been completed; and 
• the supplier details on the original request matched the details on the system. 
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2. DETAILED FINDINGS AND ACTIONS 
This report has been prepared by exception. Therefore, we have included in this section, only those areas of weakness in control or examples of lapses in 
control identified from our testing and not the outcome of all internal audit testing undertaken. 

 

Supplier Amendments  

Control 
 

When a supplier amendment is requested, a member of the Accounts Payable Team contacts the 
supplier, using an existing telephone number to verify the change requested. 
Following this, the supplier details are updated and a note is added to the system to document that the 
supplier has been verified. 

Assessment: 

Design 
 
Compliance 

 

✓ 
 

× 

Findings / 
Implications 

We obtained a report of amendments to supplier details since April 2020 and selected a sample of five, three changes to bank details and 
two to email addresses. We noted during review of the report that there were no changes to telephone numbers since April 2020.  
We confirmed the following for one in our sample of five: 

• a request from the supplier had been maintained; 
• the supplier had been contacted to confirm the change and a note had been placed on the system that this was done via an 

existing contact number; and 
• the change request was accurate to the change on the system. 

For the remaining two bank detail changes in our sample: 
• In one case the change had been made as the incorrect details were originally input into the system when adding the supplier to 

eFinancials. We noted during testing that when the supplier was added to the system that an independent check had been 
undertaken, despite this, the incorrect bank details were entered. We were informed by the Principal Financial Accountant that it 
was likely that human error had occurred in not identifying the mistyped bank details during the independent check.  

• For the other change to bank details, we were informed by the Finance Supervisor that the supplier was an individual who had 
submitted a claim for interpretation services and had added to the form different bank details to those stored on the system. We 
were also informed that as the signature on the form matched the signature held for the individual, the bank details were changed 
without confirmation. However, if all amendments to supplier details initiated by the supplier are not verified with the supplier, 
there is a risk of fraudulent supplier amendments which could lead to a loss of funds. 

For the remaining two samples for email address changes, we were informed by the Finance Supervisor that documentation for email 
address changes are not maintained as they are low risk and not accepted as a method of confirming bank details.  
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Supplier Amendments  
Payments and Creditors is an area where frauds have been successfully perpetrated by requesting, in the first instance, a change to a 
supplier’s email address. This is a change which often does not carry the same level of control, for example confirming the change with 
the supplier via an alternative method. Following this, a request is then made from the new email address to fraudulently change the 
supplier’s bank details, and this has been accepted by the organisation. 

Management 
Action 2 

The Head of Finance will ensure that all amendments initiated by 
suppliers to bank details are verified with the supplier, regardless 
of the nature of the supplier and the amendment request. 
In addition, the Head of Finance will consider undertaking spot 
checks for supplier amendments. 

Responsible Owner: 
 

Date: 
 

Priority: 
Medium 
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With the use of secure portals for the transfer of information, and through electronic communication means, remote working has meant that we have been 
able to complete our audit and provide you with the assurances you require. It is these exceptional circumstances which mean that 100 per cent of our audit 
has been conducted remotely. Based on the information provided by you, we have been able to complete sample test. 

Why we completed this audit 
An audit of Business Planning and Project Management was undertaken as part of the 2020/21 approved internal audit plan to allow management to take 
assurance that adequate controls are in place relating to the planning cycle and to understand how each of the elements support each other including 
financial planning. We also considered roles and responsibilities of individuals and departments. The review further included the project management 
processes and how major projects have been considered as part of business planning through which we followed up the status of implementation for 
management actions previously agreed in the Governance – Delivery of Major Projects 7.18/19 review. 

The Strategic Threat and Risk Assessment (STRA) was first introduced in 2019 from a model developed by the City of London Police. It is a year-on-year 
whole Constabulary process to inform chief officers of current and future year threats and risks that can be used to make decisions about operational matters 
and organisational structure. The STRA is used to understand the current, and future, services and demand for the Constabulary, mapped against the current 
resources, to determine future resource requirements. Lessons learnt each year are used to further develop the STRA process as a key element in the 
annual planning process, this is illustrated through the development of the financial aspects of the assessments contributing to the annual refresh of the 
Medium Term Financial Plan (MTFP). 

The Home Office have proposed to the Constabulary commissioning work selling the STRA via The City of London Police internationally. Noting that the 
STRA had been developed by Cambridgeshire, the proposal is that there would be an alliance to deliver the STRA product between the City of London Police 
and Cambridgeshire Constabulary, with the Home Office commissioning delivery. 

The Force Management Statement (FMS) was launched in 2018, FMS1 and has reached its third year, FMS3 and has been embedded within the 
Constabulary’s planning process.  

Conclusion  
Overall, we found the Cambridgeshire Constabulary has in place well-designed controls and a planning process which we found to be operating effectively 
noting that it combines mandatory requirements with in-house systems linking operational and financial planning with HMICFRS reporting in a single annual 
process. Although there was disruption due to COVID19 which has resulted in a revised timing for the FMS, this did not prevent the operational and financial 
planning being performed as scheduled for 2021/22 and commencing for 2022/23. 

We have agreed one medium priority action covering project management noting that this is facilitated by a new team with systems and processes still being 
developed at the time of this review.  

EXECUTIVE SUMMARY – BUSINESS PLANNING AND PROJECT 
MANAGEMENT 
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In following up the previously agreed management actions from the Internal Audit report Governance – Delivery of Major Projects 7.18/19 review, we found 
that they had been completed or superseded by the medium priority action agreed as part of this report. 

Internal audit opinion: 

Taking account of the issues identified, the Constabulary and OPCC can take 
substantial assurance that the controls upon which the organisation relies to manage 
the identified risk(s) are suitably designed, consistently applied and operating 
effectively. 

 

 
Key findings 
We identified the following weakness, resulting in the agreement of one medium priority management action: 

 

Project Initiation and Business Case. 

We reviewed six STRA priority projects and we confirmed that each had a Project Initiation Documents (PIDs), only four had a business case which 
we noted were in a variety of formats.  Although recognising that the areas missing a business case within this sample had been reviewed through 
the STRA process, there is a risk within the broader project management process that in the absence of a business case there will not be adequate 
evaluation of a project at the outset. 

We noted that the PIDs contained a section covering benefits, these were in a mixture of qualitive and quantitative measures. One covering 
Neighbourhood Support Team gave a brief list that did not fully explain what the benefits were and how they would be measured. We also noted 
through review that the benefits for each of these projects were more fully detailed in the precept report to the Police and Crime Panel in February 
2021. 

Whilst we confirmed that there was a standard highlight report in use for five of the projects, we noted that instead verbal updates for the remaining 
project (Neighbourhood Policing) were being received by the Change Board. As such, there is a risk within the broader project management process 
that if highlight reports for projects are absent then projects may not be adequately monitored on progress and the achievement of benefits. There is 
also a risk that in the absence of a business case there will not be adequate evaluation of a project at the outset. (Medium) 
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We noted the following controls to be adequately designed and operating effectively: 

 

Business Planning Cycle 

Through review of the graphical representation of the business planning cycle and the documentation generated through each stage, we confirmed 
that the production cycles of the Strategic Demand Assessment (SDA), STRA, FMS and MTFP have been embedded in the organisational business 
planning cycle, with the individual elements broken down by quarters and by months.  

For example, the production cycle of the SDA is in April with its results being discussed at the STRA Challenge Panels within the same month.  
Similarly, the SDA feeds into the production of FMS is in May, which provides the basis for discussions at the STRA Challenge Panel Debrief within 
the same month, from which priority projects are identified.   

Subsequently, the SDA, FMS, the outcomes of Challenge Panels, including identified priority projects which we used as our sample to review, are 
documented in the final STRA Report in June. We also confirmed that the financial planning cycle had been designed to accommodate the final 
STRA Report in June, whereby STRA financial submissions and bids are reviewed for due diligence and deliverability prior to inclusion in the final 
approved budgets for the forthcoming year in December, which we confirmed were approved in February 2021 for the last cycle.   

We also noted that the business planning cycle reflects the newly established annual Think Tank and Target Operating Model Workshop and 
quarterly Business Assurance Meetings.   

We did note that for 2020/21 the cycle of timings was impacted by COVID for example HMICFRS allowed a delay in the reporting of the FMS.  
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Through review of the Corporate Framework produced in January 2021. We noted that it clearly sets out a brief description of the planning process, 
planning cycle and the key areas of the Corporate Plan, the STRA, the SDA and the Financial Planning Cycle, as illustrated above. 

 

Strategic Demand Assessment (SDA) 

The SDA, whilst a fundamental part of the FMS, was undertaken to support the STRA key findings. Through review of the 2019 SDA finalised in 
March 2020, we confirmed that it sets out the methodology used to assess demand risk, including a 5 x 5 strategic risk matrix, defined criteria for 
assessing shortfall and future demand trends, and a RAG system to represent risks according to their risk scores and tolerances.  

Through review of the SDA, we noted that risks had been identified for 60 functions across the Constabulary, with each assigned a risk score of 
between four and 23. We also confirmed that the ‘heat map’ used to chart each operational areas’ demand risk aligned with the risk management 
strategy. 
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Through review of the 2019 STRA report, we confirmed that the headline threats and risks therein mirrored and therefore aligned with the top-
scoring risks identified from the SDA. We noted that the SDA recorded outcomes in order of demand risk plotting all operational units on a heat map, 
to give a visual summary of demand risk. These were also referenced to the priorities within the Police and Crime Plan, the Constabulary Corporate 
Plan, and the Strategic Policing Requirement.  

The SDA was refreshed in March 2021, which in tandem would reflect any movements in previously identified demand risks and inform the FMS3. 
We confirmed from our review of the draft version of FMS3 that the demand risk results from the refreshed SDA for 2020 had been included. 

 

Strategic Threat and Risk Assessment (STRA) 

Through review of the STRA Report, we confirmed that it has a section on the financial planning cycle, which includes an excerpt of the MTFP over 
the four-year period between 2019/20 and 2023/24. Through review of the MTFP as at March 2020, we confirmed mirroring data had been included 
in the STRA report and therefore a linkage between the two documents. In addition, through review of the MTFP as presented to the Police and 
Crime Panel in February 2021, we confirmed that it was referenced to the STRA outputs. Within the STRA, we noted that focus on financial 
requirements had been implemented to enable integration between the financial and planning business cycles. This required strategic leads to 
identify operational threat, risk and harm to their areas of business whilst also reviewing the financial considerations focussing on savings and 
efficiencies, income generation and growth requirements. 
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We noted as discussed later in this report that the recommendations and actions emanating from the STRA process, together with any changes to 
process and policy were to be tracked and monitored through the quarterly Business Assurance Meeting chaired by the Head of the Organisational 
Improvement Centre. We noted as described later in the report that all uplift, growth bids and the identification of efficiencies were to be considered 
at the Think Tank and through the quarterly finance meeting.  

We confirmed from our review that the STRA had fulfilled its purpose within the planning cycle as a foundation for the operating and financial plans 
and with a process designed to complement the production of the FMS. We also confirmed that the STRA was linked to the Constabulary 
Organisational and Operational priorities which link into the themes of the Police and Crime Plan. 

 

Templates 

We confirmed that a standard template was issued for each department to supply data for both the STRA and FMS which was for completion by 
March 2020. We noted that instructions and sections were including but not limited to: 

• Current and future demand including gaps and threats; 
• Workforce and other assets; 
• Equipment, technology, and other assets; 
• Options to work differently; and 
• Financial Planning.  

We noted that the sections within the template were consistent with the guidance from HMICFRS for completion of the FMS, additionally, there was 
instruction that any new risks identified as part of this process were to be referred to the Force Risk and Change Controller. We noted that the 
template was amended for 2021. 

 
 

FMS 

We reviewed FMS2 (year 2) against the guidance issued by HMICFRS and we confirmed that the document produced by the Constabulary was 
consistent with that guidance, including the following:  

• Link to both the Constabulary objectives and Commissioners priorities; 
• Link to the demand risks identified within the SDA;  
• Use of a heat map based on the risk management 5 x 5 matrix;  
• Reference to the MTFP and budget for 2019/20;  
• Summary assessment by service area of current and future demand with a rag rated risk score;   
• Explanation of the methodologies used to assess demand risk; and 
• Current projects to mitigate demand risk. We confirmed that FMS2 was consistent with the guidance issued by HMICFRS.  

From our review of the draft FMS3 we noted that it followed the same format updated with the most recent demand risk from the refreshed SDA 
within the ‘heat map’ with comparisons to the previous SDA noting the largest movements in risk and including the impact of COVID-19. We noted 
that FMS3 also explained the STRA process and its outputs with reference to the six priority projects in response to areas of high risk. 
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Challenge Panels 

We noted through review of the STRA that a total of 342 key findings were identified from the strategic lead’s operational requirement submissions. 
As explained as part of the challenge panel process these were reviewed by the Governance and Organisational Team, alongside the force 
Corporate Plan and a total of 33 headline findings identified which formed the basis of Challenge Panel discussions and were split across four 
themes: people, transformation, partnership and resources, as illustrated below. These themes formed the basis of Challenge Panel discussions and 
at the conclusion of the Challenge Panels, we noted that 40 actions and recommendations were identified for progress with a target delivery date of 
31 March 2021, of which three recommendations were generated from COVID-19, 19 impact questions which were completed by strategic leads.  
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The Challenge Panels were chaired by the Chief Constable and attended by the Chief Officer Team and strategic leads included the strategic leads 
for the main collaborated areas where Cambridgeshire are the lead force. We confirmed from our review of the supporting papers that the Challenge 
Panel provided a debate and discussion into the organisations business and enabled the force to prioritise those key finding requiring further work 
and development. 

Also included were six priority areas identified at by the Chief Officer Team:  

1. To scope and develop a Professional Development Unit within Local Policing.  
2. For the organisation to consider implementing a permanent Bronze cell.  
3. To review the Demand Hub Review and seek solutions in the next month, 3 months and 6-month periods. 
4. To progress and implement an effective response to the SOC and CL risk to the county sitting at the middle tier not currently addressed by 

ERSOU and specialist ISCD teams.  
5. To prioritise the implementation of the Cyber and Digital Team proposal.  
6. To scope and develop an enhanced MET team within PVP with a wider remit to support MFH enquiries.  

We noted through review of the debrief presentation that a STRA debrief was held in June 2020 which gave an overview of each project with 
timescales, required resources and benefits. 

 

Think Tank and Target Operating Model (TOM) 

We confirmed that a Think Tank event was completed in September 2020 to consider the target operating model for 2021/22 given the threats and 
risks identified within the STRA. The objectives were:  

• Review STRA threats and risks.   
• Review current operating model - is it fit for purpose.   
• Identify further efficiency savings.   
• Review STRA bids pending decisions.   
• Agile working impact and implementation.   
• Shape a high-level TOM, for initiation in April 2021.  

We noted that it included review of the six STRA priority projects and also covered a review of the current operating model in terms of uplift, the 
target and actual for 2020/21 and targets for 2021/22.  

We reviewed the final TOM options paper from October 2020 which were drafted from discussions at the Think Tank event and we noted that the 
document set out the governance arrangement, responsibilities and decision making process, core changes and challenges, the impact of uplift on 
resources and current establishment and, benefits challenges and risks. We also reviewed the final option paper circulated in November 2020 and 
noted that the report set out the core areas of change including the six STRA projects to be adopted within the model. It also stated that projects 
were built as proof of concept, within the current year budget, and in 2021/22 which would form part of the establishment with growth from the uplift 
allocation. 
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We noted through review of the December 2020 Business Assurance Meeting that there was a Target Operating Model (TOM) Implementation 
Workshop in January 2021. We reviewed this presentation and confirmed that it included a briefing on the preferred TOM option, progress made, 
next steps and timescales. 

 

Medium-Term Financial Plan (MTFP) 
We confirmed that from a review of the templates used to collected data from Strategic Leads and in discussion with the Director of Resources, that 
each strategic lead was encouraged to consider service delivery and efficiency across the constabulary, focus on savings and efficiencies, income 
generation as well as growth requirements in respect of the Police Uplift Programme. The timetable set was:  

• June to August when budget proposals are identified, reviewed, and considered for strategic fit. 
• September to November represents the period when detailed budgets are built, refreshing funding and costing assumptions, as well as the 

development of capital proposals and a review of the capital programme over the medium term. 
• December is a critical stage where the Constabulary receives its central government funding settlement for the forthcoming year, which is 

used to inform the affordability of the budget and MTFS or whether adjustments need to be made to set a balanced budget.  
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We confirmed from a review of the information sent to Strategic Leads that they were given information about the setting of the 2020/21 budget. 
Noting that for 2020/21 the budget was set without any planned use of reserves and the removal of the vacancy factor from the budget to facilitate 
more transparent budget monitoring.  
As explained below, the STRA process for 2021/22 is being developed further to give consideration to the MTFP and in particular the intent to close 
the budget gap in the medium term.  
We reviewed the MTFP spreadsheet used to build the budget and five finance templates for CDD (now replaced by OIC Organisational Improvement 
Centre), Corporate Communications, Demand Hub, Estates and PVP (Protecting Vulnerable People) and we noted that they gave guidance on the 
completion of each section as well as to collect information on cost reductions, income generation and uplift proposals.                                                  
We noted that proposals were split over the four year life of the MTFP, and where changes were recorded in the MTFP spreadsheet, the reasons 
were clearly documented including explanatory notes.  
Looking ahead to the planning cycle to be performed in 2021 for the 2022/23 financial year, we noted that the STRA process had been developed 
further in its consideration the MTFP, in particular the intent to close the budget gap for the whole of the MTFP. We noted that the new STRA 
template required a summary of the estimated financial implications (both costs and savings) in each section to improve the link to medium-term 
financial planning.  
We noted that the leads asked in the data reported to quantify savings for each year from 2022/23 to 2025/26 thus enabling the Constabulary the 
data to build a balanced budget for the full life of the MTFP which will feed into the planning cycle described above leading to the new MTFP for 
January 2022.

 

The Business Assurance Meeting (BAM)   
We confirmed through review of the September and December 2020 meeting minutes for the BAM that recommendations were actioned and 
followed up including those emanating from the STRA process. We noted that as of the December 2020 meeting, 21 of the 40 STRA actions had 
been discharged as complete. The remaining 19 actions were ongoing priority projects being tracked through the Change Board; were linked to the 
TOM implementation; or were awaiting further review before being closed. 
We attended the meeting held in March 2021 and noted adequate coverage of each of the items on the agenda including the follow up of previously 
agreed actions and meetings were held in line with the terms of reference.

 

Business Coordination Board (BCB) 
From a review of the PCC’s (Police and Crime Commissioner) Business Coordination Board meetings across the 2020/21 financial year we noted 
that the Board received reports in July and November 2020 covering:  

• The STRA process including the role of the challenge panels and Think Tank in developing the TOM; and  
• Demand Hub review and its link with the 2020 STRA business planning process.  

Updates were received in November 2020 on the development of the refreshed MTFP and how the STRA process for 2021/22 incorporated a 
financial planning context for the first time and requirement of the strategic leads to identify savings and pressures for 2021/22 financial year and 
future. Each of the reports reviewed did not require a decision by the Business Coordination Board but were for discussion only, however, this 
demonstrated that the BCB was receiving information to enable it to fulfil its function. 

 

Organisational Improvement Centre (OIC) 
We noted through review of the team assessment for FMS3 and discussion that the OIC is managed by a Superintendent, supported by a Chief 
Inspector and Inspector and a Sergeant, together with 30 police staff plus three police staff in Legal services and three police staff in Governance 
and Organisational Learning, and one police staff covering risk management. We confirmed that the responsibilities include supporting the Force 
with HMICFRS inspection activity, internal audits, the FMS, and the professional lead for the STRA.                                                                                
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The team also lead the evaluation and coordination of Organisational Learning for the Force. The OIC was previously the Corporate Development 
Department but following a review assessing the roles, additional resources were recruited during 2020 with a Post Implementation Review due to 
be completed in 2021. 
We also confirmed that the OIC also includes the Change and Research Team which was formed in response to a severe demand risk identified 
from the 2019 FMS process, and instigated in June 2020. The team brings together functions and resources previously under the Continuous 
Improvement Team and the Social Research Team and is responsible for delivering against four functions: change, innovation, benefits realisation, 
and project management. 
Also through review of the planned training syllabus outline for the Change and Research Team, due to commence at the time of this review, was 
designed to bring the team together following a single methodology.  
As such, we deemed that the competence and capabilities of members of the Change and Research Team had been identified. Through discussion 
with the Change and Research Team Manager, we were advised that the said trainings were scheduled to be delivered during the time of this 
review. 
 

 

Benefits Realisation Strategy 
We confirmed through review of the meeting minutes that a Benefits Realisation Strategy had been developed and presented to the December 2020 
Change Board. We noted through review of the presentation that it documented the process to be followed. We also reviewed a template to record 
the benefits, their ownership, timescales and how they are to be measured, this also included a list of design principles for considering when framing 
the benefits. Although this process for recording and managing benefits was established post our sample of projects, so our sample was not subject 
to this strategy. 

 

Risk Review Board (RRB) 
We reviewed the minutes of four RRB meetings from August to December 2020 and noted that the STRA was discussed as an agenda item at each 
meeting with the forum informed of any changes to risk, the activities of the BAM, development of priority projects and activities of the Think Tank 
and development of the TOM. Although the meetings reviewed and updated the completion of actions agreed as part of each meeting, there were no 
actions required in relation to the STRA recorded at these meetings.

 

Change Board 
Through review of the Change Board Terms of Reference, we confirmed that it clearly outlines the roles and responsibilities, membership, meeting 
frequency, reporting requirements, and standing agenda items of meetings. We reviewed the minutes for the meetings that took place in November 
and December 2020 and January 2021 and we confirmed that the Board was adequately discharging its responsibilities with discussions held 
including an STRA update including project highlight reports, TOM updates, COVID-19 recovery, change requests including business cases and 
BCH and 7 Force updates. 
We confirmed that actions agreed within the meeting were recorded in the minutes and were reviewed as to progress and completion at the start of 
each meeting.

 

Learning  
We noted through review that the STRA Challenge Panel debrief conducted in 2020, this was to ensure organisational learning was captured to 
maximise efficiency, effectiveness and good practice. There was also a STRA 2021 presentation held in March 2021 which we attended and noted 
updates were discussed around the finance template and introduction of a diversity section. We confirmed that the presentation also demonstrated 
how feedback from the previous STRA process had been adopted.  
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2. DETAILED FINDINGS AND ACTIONS 
This report has been prepared by exception. Therefore, we have included in this section, only those areas of weakness in control or examples of lapses in 
control identified from our testing and not the outcome of all internal audit testing undertaken. 

Project Initiation and Business Cases  

Control 

 

The Change and Research Team ensure that business cases are formed as part of any PID. The 
identification of benefits and how they are to be managed is performed as part of the PID and business 
case. 

Project leads are required to update the Change Board, chaired by the DCC. The Change Board 
provides oversight on projects and programmes ensuring that they are managed according to project 
management methodology. 

Assessment: 

Design 

 

Compliance 

 

✓ 

 

x 

Findings / 
Implications 

We reviewed the six STRA priority projects (Bronze Cell, CPDU (Continuous Personal Development Units), Demand Hub, Digital & Cyber, 
Neighbourhood Policing and Missing Persons.)   

PIDs and Business Cases 

We confirmed that five of the PIDs were in a standard format and all six contained the background to the project and objectives, 
governance and reporting, risks and scope, resources and stakeholder benefits. We noted the remaining PID differed in terms format in 
relation to font and logos used.   

We also noted for six projects, only four had a business case which we noted were in a variety of formats. However they were in common 
in describing the project with background detail, costs, and benefits.  

Although recognising that the areas missing a business case within this sample had been reviewed through the STRA process, there is a 
risk within the broader project management process that in the absence of a business case there will not be adequate evaluation of a 
project at the outset. 

Benefits 

We noted that the PIDs contained a section covering benefits, these were in a mixture of qualitive and quantitative measures however one 
covering Neighbourhood Support Team gave a brief list that did not fully explain what the benefits were and how they would be measured. 
We also noted through review that the benefits for each of these projects were more fully detailed as an appendix to the precept report to 
the Police and Crime Panel in February 2021. We have noted that since these projects were launched, a benefits realisation strategy and 
a new template for recording them was launched at the December 2020 meeting of the Change Board. 
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Project Initiation and Business Cases  

Although recognising that a benefits realisation process and template has been designed, and these projects came out of the STRA 
process, there is a risk within the broader project management process that in the absence of an understanding of the benefits and how 
they will be measured there will not be adequate evaluation of a project at the outset. 

Highlight reports 

We confirmed that there was a standard highlight report in use for five of the projects which captured key information such as the project 
leads, summary of progress, variations, key risks and benefits. However, for the remaining project (Neighbourhood Policing), we noted 
that instead, verbal updates were being received by the Change Board and as such, there is a risk within the broader project management 
process that if highlight reports for projects are absent then projects may not be adequately monitored on progress and the achievement 
of benefits. 

Management 
Action 1 

Once the project management training is complete for the Change 
and Research Team establishing one project management 
methodology for the organisation, the process will be documented 
with standardised template documents to be used, including 
business cases, highlight reports and incorporating the benefits 
realisation process.  

This will be presented to the Change Board for approval. 

Responsible Owner: 

Head of Organisational 
Improvement 

Date: 

October 2021 

 

Priority: 

Medium 
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Why we completed this audit 
We have undertaken a review of Ethics and Equality as part of our annual internal audit plan for 2020/21. The purpose of this review was to assess the controls, 
systems and processes in place to promote and ethical culture and to manage equality and diversity. 

There is a collaborative strategy across Bedfordshire, Cambridgeshire, and Hertfordshire (BCH) set at the BCH Equality Diversity and Inclusion Board (EDIB).  This 
is designed to support delivery of the BCH equality objectives over a three period to 2023 following the themes of: 

 Leadership and Culture. 
 Progression. 
 Retention and Learning from Leavers. 
 Wellbeing and Fulfilment. 

Delivery is monitored and evaluated by the Board which reports into the Joint Chief Officers Board (JCOB) and there is a delivery plan built around these same 
themes. The EDIB is supported by a sub-group within each force. The sub-group for Cambridgeshire is split between a Strategic and a Tactical Ethics, Diversity, 
Equality, and Inclusion Groups. 

A Cambridgeshire delivery plan had also been drawn up at the time of audit in line with outcomes from the ‘Big Conversation’ work which began in 2020. The 
delivery plan is being driven by the Ethics, Diversity, Equality and Inclusion (EDEI) Tactical Group and includes a range of actions linked to the Constabulary’s 
priorities, people, partnerships, transformation, and resources, geared to the delivery of the organisation’s ethics, diversity, equality, and inclusion objectives. 

For the financial year 2021/22, the Constabulary have incorporated an equality, diversity and inclusion element into their Strategic Treat and Risk Assessment 
(STRA), forming part of the business planning process for the coming year. This asks strategic leads to look at their workforce and the community they serve, how 
well their workforce reflects that community, what they are doing or what support they need to better reflect their communities, also how well they understand the 
cultures of their teams and their communities. A briefing took place in early March 2021, at which the importance of diversity as a core value of the organisation was 
explained, and how a more tactical approach would be taken going forward, driven by a formal delivery plan. The Constabulary has also engaged an advisor who is 
looking at recruitment and retention from a BAME perspective. 

At the time of our review a project had commenced; Ethics, Diversity, Equality and Inclusion Culture review.  This review is linked to the ‘The Big Conversation’ work 
being carried out and is in response to concerns expressed by the Chief Officer Team (COT) surrounding the culture of the Force.  The project will look at what 
behaviours, symbols and systems are shaping the current culture and how these might be impacting attitudes and behaviours both towards colleagues and the 
public and the impact this is having on service delivery. 

EXECUTIVE SUMMARY – ETHICS AND EQUALITY SYSTEMS AND IMPROVEMENT 
PROJECTS 
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Conclusion  
We confirmed robust controls, systems and processes were in place governing ethics and equality, including a clear governance and reporting structure. Appropriate 
policies and procedures were also in place. There was evidence of the delivery of diversity and inclusion training as part of mandatory induction training. There was a 
robust ethics and culture delivery plan (the EDEI delivery plan) in place, with an identified forum in place to monitor progress. Processes were also in place to hold 
the Chief Constable to account for ethics and diversity. A forum is in place (the Organisational Learning Group) for the sharing of organisation learning arising from 
complaints and reviews. We also noted that projects are in progress linked to ‘Big Conversation’ designed to improve understanding of ethical and diversity issues 
and the culture of the Constabulary, but had not yet embedded. 

We identified three low priority findings where processes and/or documentation of processes could be improved, and agreed three actions to address these issues. 

Internal audit opinion: 

Taking account of the issues identified, the OPCC and Constabulary can take substantial 
assurance that the controls upon which the organisation relies to manage this area are 
suitably designed, consistently applied and operating effectively. 

 

 

Key findings 

We noted the following controls to be adequately designed and operating effectively: 

 Policies and Procedures 

We obtained the following policies and procedures in relation to equality, diversity and ethics: 

 BCH Equality, Inclusion and Integrity Policy; 
 BCH Police Officer Recruitment and Selection Policy and Procedure; 
 Fairness at Work Procedure. 
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Through review of the policies and procedures, we confirmed in all instances the documents included adequate coverage of core principles and 
processes regarding ethics and equality.  They demonstrated the Constabulary’s commitment to ethical behaviour and support of equality, inclusion 
and integrity, and demonstrate the systems and process established to achieve the Constabulary’s aims. We also noted that policies were referenced 
to national legislation and the College of Policing Code of Ethics. 

We note in particular the presence of a Professional Standards Policy which governs the role and processes of the Professional Standards 
Department (PSD). We confirmed that the policy covered the responsibility of the PSD to identify lessons learned through investigation and was linked 
to the College of Policing Code of Ethics. We note also that the Cambs EDEI Reporting Lines clearly documents a reporting in from the PSD Scrutiny 
Panel to the EDEI Tactical Group. 

We confirmed in all instances, policies and procedures were up to date and had in place dates of next review. Additionally, we confirmed all policies 
and procedures were subject to review and approval by appropriate committees. 

 BCH Diversity and Inclusion Training 

We were provided with a copy of the presentation used for the diversity and inclusion training provided during induction and noted that the aim was 
stated as to develop student's knowledge and attitudes towards diversity and inclusion and explore the impact of these attitudes on the police working 
environment and definition of key terms such as value, value system and ethical. Week one of the training programme also included a module on the 
Code of Ethics. 

We confirmed that the method for implanting values was broken down into three stages (implant, modelling and socialisation) and a diagram of the 
hierarchy of values was provided to detail those that are most important, important and important to individuals. In addition, we confirmed that 
prejudice and discrimination was covered within the slides and the laws around equality and diversity were covered, with scenarios included to provide 
context around how these should be applied. 

As noted below, the Big Conversation programme also includes plans for the use of unconscious bias training and diversity awareness education. In 
addition to the above, we confirmed through discussion with the BCH Director of Human Resources that a series of mandatory supervisor workshops 
have been established which include topics such as ‘Being and Inclusive Manager’, ‘Disability Awareness’, and ‘Valuing Differences’. 

 Big Conversation programme 

We obtained a presentation based upon ‘The Big Conversation’ surrounding aspects of equality and inclusion which was delivered by the Deputy Chief 
Constable, Strategic Lead, and Tactical Leads. Through review of the presentation, we found key topics were discussed which included: background 
of police culture and attitudes; modern day prejudice and stereotypes; research and evidence base; and an ethical dilemma and feedback example. 

To support the presentation, we found a research and evidence base mind map was formed which we noted highlighted areas to be addressed based 
on the organisational priority areas of: people; partnerships; transformation; and resources. We found the above areas were further discussed within a 
Big Conversation Action Plan proposal, noting this had been divided into three phases: 
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Phase 1 involved engagement with academics in the field of ethics and culture, and commissioning of research projects. This included a ‘healthcheck’ 
of the current workforce with a view to understanding elements of disproportionality, equality of opportunity, attrition rates, etc. It also involved the 
establishment of strategic partnerships, including working with support networks and staff associations, as well as environmental scanning of what 
other organisations are doing. 

Phase 2 involves the delivery of change through identification of unhealthy behaviours in the workforce, delivery of unconscious bias training, use of 
the ethical dilemma panels, involvement of BAME representation in the recruitment selection process, increased use of independent external 
involvement in the selection process. 

Phase 3 will involve the embedding of these processes into business as usual. This will include the establishment of an ongoing programme of 
diversity awareness education, strengthening internal and external communications, effective use of Equality Impact Assessments (EIA), promotion of 
HMICFRS liaison and interaction, and participation and Further and Higher Education events. 

 EDEI Delivery Plan 

We discussed the EDEI Delivery Plan, which is designed to deliver the objectives of the Big Conversation programme, with the Chief Inspector - 
Organisational Improvement Centre. This plan is an ethical improvement programme geared towards cultural change. We confirmed through 
inspection of the delivery plan that included clear actions, assigned to owners, that were aligned to action plan proposals coming out of the Big 
Conversation presentation, and that these reasonably would support the delivery of a robust ethical framework. 

In discussion with the Chief Inspector, it was noted that the delivery plan was at a very early stage, and was due to be shared with sergeants and 
inspectors in March 2021. A research and evidence base was being prepared at the time of audit, and is expected to be reported the EDEI tactical 
group in April 2021. This will then inform the development of longer term actions. Progress against the plan is to be monitored through the EDEI 
tactical group, although at the present stage of development this has not yet been implemented. 

We confirmed the robustness of the design of the plan at its present stage in particular the inclusion of diversity support networks and partnerships in 
later phases of the programme, noting that implementation and monitoring is yet to commence. 

 EDEI Strategic and Tactical Groups 

Terms of reference for the EDEI Strategic and Tactical groups were in place and included appropriate content related to the remit of the groups, 
although we identified a low priority finding which is discussed in the detailed findings section. 

We noted that papers and agendas relating to the EDEI Strategic and Tactical groups are retained in Onenote. The meetings are not minuted and at 
present there is no evidence of an action log. The Onenote file is used as a reference document at both the EDEI groups. We confirmed through 
inspection of agendas include in Onenote for the Strategic group that an appropriate range of topics. Although the agenda requires review of minutes 
and actions and the commencement of the meeting, there was no evidence of minutes or action logs being used. This resulted in a low priority action 
which is discussed in the detailed findings section which follows. 
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 Process for holding Chief Constable to account (Business Coordination Board) 

We reviewed the Chief Constable's annual report to the Business Coordination Board (BCB) on equality and diversity. The report included a narrative 
description of background and legislation, and an update on the governance arrangements in place to ensure compliance with statutory requirements 
and progress the equality and diversity agenda. We confirmed through inspection of the related BCB minutes for December 2020, that there was clear 
evidence of challenge and scrutiny of the report by the Acting Commissioner. 

 Organisational Learning Group 

We reviewed the terms of reference for the Organisational Learning Group (OLG), confirming they were up to date. We confirmed they adequately set 
out the membership, reporting lines and remit of the group, with specific reference to the group's responsibility to monitor organisation learning. 
Through review of OLG minutes dated January 2021, we confirmed they included clear evidence that specific learning points were being reviewed, 
including learning from Body Worn Video (BWV), and from structured debrief reports. We confirmed that for each learning point, clear actions were 
raised, assigned to owners, and monitored. We specifically noted that the outcomes of PSD investigations, reviews and complaints were used to drive 
organisational learning points. There was specific reference within one learning point to the need to review training and support provided to sergeants 
on fairness at work procedures. There was adequate evidence of challenge and scrutiny of information received. 

 Complaints 

The Constabulary have a documented complaints process in place in the form of a flow chart, which documents how complaints are to be recorded, 
assessed, and escalated where required. Complaints are handled by a dedicated Complaints Review Team consisting of 5 police constables. Themes 
and trends in complaints are collated and these are used to inform reporting into the Organisational Improvement Centre, which feeds into the 
Organisational Learning Group as noted above.  

 BCH Equality, Diversity and Inclusion Board (EDIB) 

We reviewed the terms of reference for the EDIB, confirming they were up to date, and clearly set out the role, responsibilities, and membership of the 
group. We confirmed reporting and accountability lines, in particular the main reporting line into the BCH People Board, were clearly documented. We 
noted through inspection of the Chief Constable’s report to the BCB in December 2020, that he updated the BCB on the establishment and role of the 
EDIB. 

Through review of agendas for three EDIB meetings covering the period October 2019 to February 2020 and two later meetings in September and 
December 2020, we confirmed there was clear evidence that the group was reviewing BCH Quality Objectives, the Equality, Diversity and Inclusion 
governance structure, related schemes including guaranteed interviews, gender pay gap action plan, and reports from the retention working group. We 
confirmed the group was receiving adequate information to enable it to fulfil its remit. 
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Through review of the related meeting minutes for the period, we confirmed there was adequate evidence the group was subjecting this information to 
robust challenge and scrutiny, as well as raising and monitoring actions to deal with any matters arising. In particular, we noted through inspection of 
the February 2021 minutes that there was robust discussion around the BCH Equality Objectives, with the decision to adopt tri-force overarching 
objectives. We also noted there was evidence within the meeting minutes that the group was fulfilling its remit in respect of: monitoring progress of the 
Equality, Diversity and Inclusion Strategy and Plan; reviewing updates in relation to the BCH Gender Pay Gap action plan; review of fairness at work 
(FAW) reports; environmental scanning and interaction with internal and external groups. 

 OPCC Policies 

 The OPCC has a number of documented policies in place dealing with ethical issues. An up to date Complaints Policy Statement is in place and 
publicly available which defines what constitutes a complaint, who may register a complaint, and the procedure for handling complaints. The OPCC 
public website also links to the BCH Reporting Concerns (Whistleblowing) Procedure, which provides detailed guidance on the procedures to follow in 
reporting concerns, and methods of reporting. Complaints against the Police and Crime Commissioner themselves are reported via a standing agenda 
item to the Cambridgeshire Police and Crime Panel. Through review of the Panel meeting packs in the period December 2020, January 2021 and 
February 2021, we noted no such complaints had been made. 

We also note the OPCC has made a public statement to the effect that the Commissioner, and those whom the Commissioner supports, will comply 
with the guidelines set out in the public sector Equality Duty. For the purposes of transparency, the Commissioner reports on the gender and ethnicity 
composition of OPCC staff. 
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With the use of secure portals for the transfer of information, and through electronic communication means, remote working has meant that we have been able to 
complete our audit and provide you with the assurances you require. It is these exceptional circumstances which mean that 100 per cent of our audit has been 
conducted remotely. Based on the information provided by you, we have been able to sample test. 

Why we completed this audit 
As part of the approved internal audit periodic plan for 2020/21 we have undertaken a review to follow up progress made by you to implement the previously agreed 
management actions. The audits considered as part of the follow up review were: 

• 8.19/20 Follow Up. 
• 5.19/20 Constabulary Governance. 
• 7.19/20 Code of Practice for Victims. 
• 3. 20/21 Health and Safety follow up. 
• 3.18/19 Custody including Health & Safety Incident Reporting.  

Of the 14 management actions considered in this review there were no high priority actions, nine were categorised as medium priority and five as low priority. The 
focus of this review was, to provide assurance that all actions previously made have been adequately implemented.  

Conclusion  
Taking account of the issues identified in the remainder of the report and in line with our definitions set out in Appendix A, in our opinion Cambridgeshire Police and 
Crime Commissioner and Cambridgeshire Constabulary has demonstrated reasonable progress in implementing agreed management actions. 

Of the 14 management actions raised, we identified: 

• 11 management actions had been implemented. 
• Two were identified by management as in progress due to an upcoming change in the Victim Code of Practice requirements and we have agreed further 

actions in our report to complete these.  
• One was identified as not implemented due to HR transformation, Uplift and PEQF, we have agreed an amended action. 

The details of each have been included in section 2 below. 

 

 

EXECUTIVE SUMMARY- FOLLOW UP 
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Progress on medium and low priority actions  
 
Implementation status by review 

 
Number of 

actions 
agreed 

Status of management actions  

Impl. (1) Impl. ongoing 
(2) 

Not impl. (3) Superseded (4) Completed or no 
longer necessary 

(1) + (4) 
8.19/20 Follow Up 4 3 0 1 0 3 

5.19/20 Constabulary Governance 3 3 0 0 0 3 

7.19/20 Code of Practice for Victims 2 0 2 0 0 0 

3. 20/21 Health and Safety follow up 4 4 0 0 0 4 

3.18/19 Custody including Health & Safety Incident Reporting 1 1 0 0 0 1 

Total 14 11 2 1 0 11 

 
 
Implementation status by review 

 
Number of 

actions 
agreed 

Status of management actions  

Impl. (1) Impl. ongoing 
(2) 

Not impl. (3) Superseded (4) Completed or no 
longer necessary 

(1)+(4) 
Medium 9 6 2 1 0 6 

Low 5 5 0 0 0 5 

Total 14 11 2 1 0 11 

 

Action tracking 
Action tracking enhances an organisation’s risk management and governance processes. It provides management with a method to record the implementation status 
of actions made by assurance providers, whilst allowing the Joint Audit Committee to monitor actions taken by management. We confirmed the implementation of 
actions within our review agreed to the action tracking completed by management and reported to the Joint Audit Committee.  
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2. DETAILED FINDINGS AND ACTIONS 
 

Status Detail 

1 The entire action has been fully implemented. 
2 The action has been partly though not yet fully implemented. 
3 The action has not been implemented. 
4 Management identified action as implemented, awaiting testing to confirm 
5 Insufficient update to confirm status and no evidence provided 

 

8.19/20 Follow Up   

Original 
management 
action / 
priority 

Collaboration - HR Recruitment and Succession Planning 7.17/18 
The Succession Planning Tool will be fully implemented, and formally documented succession plans will be produced. Organisational succession 
planning risks will be monitored and managed on a regular basis by the appropriate group or committee. Links to recruitment and training will also 
be considered. (Medium). 
Original implementation date 29 March 2019 

Audit finding 
/ status  

We were informed by the Assistant Director of HR that due to the HR Transformation, commencing in early 2020 and the need to have a more 
holistic approach to succession planning and improvements feeding into Uplift and PEQF, an alternative action had been identified which we 
confirmed responds to the original reported issue / weakness. 
3 – The action has not been implemented. 

Management 
Action 1 

Management action  
We will review succession planning for BCH to ensure an effective 
method of succession planning which supports the work being done in 
Promotions and which feeds into leadership development and our 
skills strategy work within the area of People Development.  
Ensure that the requirements for Uplift are fully taken account of and 
that any succession planning process takes account of the changes 
which will arrive when PEQF goes live in July 2021. 

Responsible Owner:  
Alison Thompson - Assistant 
Director HR 

Date:  
31 July 2021 

Priority: 
Medium 
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7.19/20 Code of Practice for Victims – Dip Sampling   

Original 
management 
action 

Once normal operations have been restored, a sequence of dip sampling will be introduced. (Medium). 
Original implementation date 31 October 2020 

Audit finding 
/ status  

We were informed by the Head of Crime that a new operating model will be in effect from April 2021 which will allow the Head of Crime to have 
a strategic oversight and responsibility for Victims & Witnesses and crime standards. In addition, a Victim & Witness review had been 
completed in January 2021 and as well as a gap analysis around the new Victims’ Code of Practice (VCOP) 2021 which replaces the current 
VCOP. 
We were also informed that dip sampling of crimes will be a key role of the Internal Security Division (ISD) in the new operating model and will 
compromise of local areas doing their own dip sampling from a Quality Assurance (QA) perspective. Compliance with VCOP will be tracked at 
Crime Standards Delivery Group (CSDG).  
2 - The action has been partly though not yet fully implemented. 

Management 
Action 2 

Management action  
Once the new operating model is in effect, a sequence of 
dip sampling will be introduced against the Victims Code 
of Practice. 

Responsible Owner:  
Detective 
Superintendent 
Authorities & Standards 

Date:  
December 2021 

Priority: 
Medium 

7.19/20 Code of Practice for Victims – Victim’s Letters  

Original 
management 
action  

Once normal operations have been restored following the current national emergency, the Constabulary will review the resources required to 
implement the issue of victim’s letters so this can be introduced. (Medium). 
Original implementation date 31 October 2020 

Audit finding 
/ status 3 

We were informed by the Head of Crime that other than the activity described in action 2 above, a conscious decision was made not to 
implement any far reaching changes to IT systems to generate the letter until the new VCOP requirements could be understood.   
2 - The action has been partly though not yet fully implemented. 

Management 
Action 3 

Management action  
The Constabulary will review the resources required to 
implement the issue of victim’s letters once changes in the 
new VCOP are fully understood. 

Responsible Owner:  
Superintendent 
Demand Hub 

Date:  
December 2021 

Priority: 
Medium 
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With the use of emails for the transfer of information, and through electronic communication means, remote working has meant that we have been able to complete 
our audit and provide you with the assurances you require. It is these exceptional circumstances which mean that 100 per cent of our audit has been conducted 
remotely. Based on the information provided by you, we have been able to undertake our sample testing. 

Why we completed this audit 
This advisory review was to ensure that there were systems and processes in place to assess and monitor collaborated risks within each portfolio and that each Joint 
Audit Committee (JAC) are receiving adequate assurance that those risks are being managed. 

There is a reporting structure through each of the collaborated areas of Joint Protective Services (JPS), Organisational Support and Operational Support through to 
the Joint Chief Officers Board (JCOB) and Strategic Alliance Summit (SAS) meetings.  There is representation from each Force and Commissioners offices at JCOB, 
SAS and Governance Boards which ensures they are aware of risks reported across collaborated areas. 

There is a process by which each organisation is aware of the risks reported in each of the collaborated areas by recording collaborated risks through the Orchidsoft 
system and the 4Risk system, with risk leads identified at each Force who have access to both systems. 

7 Force collaborated risks are reported through a monthly highlight report for project risk and business as usual risks, currently only Procurement risks are reported 
through the Procurement Governance Board.  However, there is representation of each Force and Commissioners office at the Procurement Governance Board. 

Conclusion  
Although as an advisory report we have not given an opinion, overall, we found the systems and process to manage risk across BCH robust and that each JAC, with 
the exception of Bedfordshire is receiving assurance on BCH risks and can take assurance on the process within each BCH collaborated portfolio. However, we 
have raised a concern on the reporting of risks relating to 7 Force collaboration. 

We have also raised a concern in regard to assurances received by each JAC on 7 Force project and business as usual risks. Although reporting exists, there is a 
variable amount of information received by each JAC and therefore the reporting framework is not consistent. 

Key findings 
We identified the following weaknesses for which we have raised five medium priority management actions noted below. In addition, we have raised a 
further two low priority actions which can be found in section two of the report: 
  

EXECUTIVE SUMMARY – COLLABORATION – RISK MANAGEMENT
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Risk Management Strategies and Procedures 

From our review of the Risk Management Strategies and procedures we noted that they all agreed with the key areas of BCH’s risk management 
methodologies in particular the evaluation and scoring of risk.  However, we noted inconsistencies in the treatment of collaborated risk.  
Cambridgeshire and Hertfordshire incorporated risk reporting within the collaborated areas for which they lead, and placed reliance on the other two 
Forces to do likewise. Bedfordshire placed reliance on the BCH structure. We also noted that where Operational Support and Organisational Support 
follow the risk management procedures of their lead force, JPS do not have a strategy or procedure to follow.   

There is a risk that collaborated risks are being treated differently across the three Forces and collaborated units and therefore each Force may not be 
able to place reliance that all risks are being assessed consistently. (Medium x 2) 

 

Joint Audit Committees (JACs) 

We confirmed that the Joint Audit Committees for Bedfordshire, Cambridgeshire and Hertfordshire receive regular risk management reports from each 
Force and OPCC which consider local policing and collaboration, they have also received various reports in relation to 7 Force collaboration.  
However, we did not identify that any of the JACs received adequate assurance on how 7 Force risks were being managed. 

There is a risk that the JAC’s do not have sufficient oversight and therefore assurance on all collaborated risks. (Medium x3)  

We noted the following controls to be adequately designed and operating effectively: 

 Joint Chief Officers Board (JCOB) and Strategic Alliance Summit (SAS) 

The SAS was established to act as the Joint Oversight Committee for all shared service collaborations between the Bedfordshire, Cambridgeshire and 
Hertfordshire Forces (BCH). The SAS has delegated authority to JCOB for the delivery of collaborated services. The JCOB’s responsibility includes 
managing and mitigating shared strategic performance and risks. The SAS’ responsibilities include risk management including receiving Assurance 
Reviews based on risk. 

We were provided with papers for the monthly JCOB meetings held between April and August 2020. Through review of these, we confirmed that a 
quarterly performance update report for each BCH Portfolio, Operational Support, Organisational Support and Joint Protective Services (JPS) were 
received.  

We also confirmed that these reports had been included in the papers for the SAS meetings in May and July 2020. Through review of these reports 
covering Q4 2019/20 and Q1 2020/21, we noted that they provided an update on key areas of performance for each collaborative unit, including a 
RAG rating of performance and the direction of travel since the previous period. We also noted that a change in reporting had been established where 
high and medium-high risks were being summarised explaining what the risk was and how it was being managed. This was also confirmed from a 
review of the Q2 reports for 2020/21.  

Through review of the meeting minutes for the JCOB meetings we noted that these reports had been reviewed by the Board, including discussion of 
the risks detailed, with actions developed.  
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The JCOB and SAS is attended by the Chief, Deputy Chief and Assistant Chief Constables and Chief Finance Officers. SAS attendance also includes 
Commissioners and members of their offices. We were therefore able to confirm that these individuals are aware through these meetings of high and 
medium-high risks across BCH collaborated areas. 

 BCH Governance Boards 

Joint Protective Services (JPS) Governance Board 

The JPS Governance Board receives performance and risk reports from each of the units within JPS at its quarterly meetings. In reviewing these 
reports the Board considers the assessment of those risks together with any new or emerging risks to be added to the Risk Register. There are also 
informal meetings between the JPS Governance Board meetings to discuss changes to the register prior to reporting to the JPS Governance Board. 
The Risk Register is not formally escalated beyond the JPS Governance Board; however, a summary of high risks is included in the quarterly reports 
to the JCOB and SAS which we confirmed from a review of the Q1 and Q2 reports for 2020. 

We also noted that JPS risks are reviewed by the Cambridgeshire Force Risk and Change Controller each quarter and as part of the Risk 
Management Board in Hertfordshire with risks for escalation reported to the Cambridgeshire and Hertfordshire Joint Audit Committee. 

We reviewed the JPS Governance Board meeting minutes for February, April and July 2020 noting that the next meeting had been scheduled for 
November 2020. We confirmed that the Risk Register was reviewed at each meeting and the meeting minutes demonstrated scrutiny and challenge 
had been given. We also confirmed that meetings included representation from each Force and OPCC.  

Operational Support Governance Board 

The Operational Support Governance Board receives performance and risk reports from each of the units within Operational Support at its quarterly 
meetings. In reviewing these reports the Board considers the assessment of risks together with any new or emerging risks to be added to the Risk 
Register. 

Through review of the meeting minutes for meetings in January, April and July 2020, we noted that discussions had taken place at each meeting 
relating to the risks affecting each unit, including discussion of new risks, changes to risk ratings, and actions being taken in mitigation. Through review 
of the papers for the July 2020 meeting, we noted that updates on strategic risks for all units had been provided within the performance reports, 
including details such as the mitigations in place and the current risk score. We also confirmed that meetings included representation from each Force 
and OPCC.  

Organisational Support Board 

Organisational Support areas have three large strategic themes, aside from other themes, Professional Standards, Information Management and 
Human Resources. Each ere both large and complex and were not served well by one encompassing Org Support Governance Board.  Each have 
their own Governance Boards to ensure each theme is serviced properly and concentrated on the specific business area to avoid creating risk to BCH. 
Each area reports into the Cambs Risk Review Board to ensure all risks are managed in tandem and these also encompass the other areas of Org 
Support such as payroll and uniform stores. 
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 Risk Review Boards 

Cambridgeshire 

We confirmed from the meeting minutes for the June, July, August and September 2020 meetings that reports are issued to the Risk Review Board 
each month. These reports include risks reported by each of the collaborated units within Organisational Support and Cambridgeshire local risks. The 
risk owners or their representative attend these meetings to give verbal updates on how their individual risks are being managed and to discuss any 
emerging risks. Although there is no formal reporting of risks recorded by Operational Support or Joint Protective Services, the Cambridgeshire Force 
Risk and Change Controller has responsibility for regularly (at least quarterly) reviewing collaborated Risk Registers and where appropriate, escalating 
risks that have not already been escalated. 

We were informed by the Cambridgeshire Force Risk and Change Controller that JPS and Operational Support risks were managed by Bedfordshire  
Hertfordshire respectively under their governance arrangements and the assumption is that any risks that need to be picked up by Cambridgeshire 
from these areas will be very much by exception to avoid duplication of effort. 

Hertfordshire 

We confirmed from review of the meeting minutes for November 2019 and March and July 2020 that reports are issued to the Hertfordshire Risk 
Management Board each quarter for review. These reports include risks reported by each of the collaborated units within Operational Support, the risk 
owners or their representative attend these meetings to give verbal updates on how their individual risks are being managed and to discuss any 
emerging risks. There is also review of Joint Protective Services risks who like Operational Support record their risks on Orchidsoft. We were also 
informed by the FMS Coordinator/Inspection and Risk Manager that a report is received from 4Risk covering Organisational Support risks for informal 
review. 

Bedfordshire 

Bedfordshire do not have a similar body as those of Cambridgeshire and Hertfordshire, however local risks are assigned for review within individual 
Boards within the governance structure, this has been previously discussed within the risk management report covering the review of the Bedfordshire 
only risk management process. 
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Local Management Review 

Operational Support 

We reviewed the meeting minutes for the last three meetings of the Senior Leadership meetings for a sample of three units and noted the following:  

Criminal Justice 

We reviewed the last three Senior Leadership meeting minutes for the meetings that took place in July, August and September 2020 and confirmed 
that the Risk Register was a standing item on the agenda. However, there were only items to discuss at the September 2020 meeting. 

Firearms Licencing 

We reviewed the last three Senior Leadership meeting minutes for June, July and September 2020. We noted that the Risk Register was a standing 
item on the agenda with risk related to COVID-19 discussed at two of the meetings with other risks discussed at the third meeting.  

Custody 

We reviewed the last three Senior Leadership meeting minutes for July, August and September 2020. Although we confirmed that the Risk Register 
was a standing agenda item, there was only an item for discussion at one meeting. 

Although the evidence of review at these meetings was limited to changes in risk, we did note that there was more detailed evidence of review at the 
Operational Support Governance Board and the Hertfordshire Risk Review Board. We have therefore not raised an action in this regard. 

 

Organisational Support 

Information Management Department (IMD)  

We were advised by the Director of Information that the Information Management Strategic Leadership Team (IM SLT) only reviews risks on an 
exception basis, as it was decided that this was not an appropriate forum for the general review of risks.  

Meetings are instead held between the Director of Information and the Heads of Departments to discuss updates to risks, with updates on corporate 
level risks then communicated to the Cambridgeshire Risk and Change Controller, who then updates the Risk Review Board (RRB). We confirmed that 
updates on corporate level risks relating to Information Management had been sent to the Risk and Change Controller prior to the September 2020 
RBB meeting. Furthermore, through review of the meeting minutes of the IM SLT meetings in June, July and August 2020, we noted that no 
exceptions had required discussion, but that the SLT had been advised that individual meetings would be taking place to discuss risk updates. 
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Professional Standard Department (PSD)  

We were advised by the Assistant to the Detective Chief Superintendent that the PSD Risk Register, which is used for internally managing 
departmental risks, is reviewed on a monthly basis at the PSD Senior Leadership Team meeting. Through review of meeting agendas held in August, 
September and October 2020 we confirmed that the PSD Risk Register was embedded within each document for review but as there were no minutes 
of the meetings, we could not confirm the extent of the review. However, from review of the PSD Governance Board minutes for December 2019, 
March and June 2020 risks were discussed within the standing agenda items covering Performance, Delivery Plan, IOPC (Independent Office for 
Police Conduct) and Finance. 

Human Resources (HR)  

We reviewed the HR Senior Leadership meeting minutes for August, September and October 2020. We confirmed the Risk Register was reviewed at 
the August and October 2020 meetings and actions including those relating to the Risk Register were logged and reviewed for completion.   

We also confirmed from our previous review of the minutes of the Cambridgeshire Risk Review Board that the leads for IMD, PSD and HR attended 
meetings where they were challenged on the management of their risks. 

 

Joint Protective Services (JPS) 

We confirmed that there was no formal evidence of risk review at Senior Leadership meetings, nor of the informal meetings to review risks prior to the 
meetings of the Governance Board. However, from our review of local Risk Registers on two excel spreadsheets two STRs (Threat and Risk Register) 
where these are nationally mandated, there was evidence of regular review with last updates in red. We also confirmed robust review within the 
meeting minutes of the Governance Board. We therefore have not raised a management action in this regard. 

 

Offices of the Police and Crime Commissioners 

In discussion with representatives from each of the Offices in Bedfordshire, Cambridgeshire and Hertfordshire we were informed that in each case they 
were comfortable with the information received covering BCH Risks through attendance at BCH Governance Boards.  We were also informed, which 
we confirmed from our own review, that the Chief Executives had asked for changes to the quarterly highlight reports issued to JCOB and SAS. These 
revised reports now gave a summary on high and medium-high risks across each portfolio for Organisational Support, Operational Support and Joint 
Protective Services. 

We were also informed that Chief Constables and Commissioners were kept informed of 7 Force risks through the quarterly summit meetings and the 
monthly ‘comms’ and highlight reports which we also reviewed as noted below. 

 

7 Force Risk Management Strategy 

Through review of the Strategy we noted that it detailed key information relating to risk management for the 7 Forces collaboration, including the risk 
matrix and scoring framework used, the risk tolerance level, and the staff/forums responsible for the review of risks.  
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We also confirmed that the 7Force risk scoring matrix is consistent with the standard BCH matrix as far as the scoring and the tolerance level score of 
13. 

 

7 Force Project Risks 

Through review of the 7 Forces Project Performance Highlight Reports for July, August and September 2020, we noted that details of high-level risks 
for each project were included in all three reports where applicable. The information provided included a description of the high risks extracted from the 
individual Project Risk Registers and included the planned mitigations, an update on their implementation, and the risk level.    

We confirmed with the 7 Force Stakeholder Engagement Coordinator that Highlight Reports are sent out monthly to a distribution list which includes 
the ICT Directors, Force Programme Management offices and Change teams. The Highlight Report is also circulated with papers for the various 7 
Force enabling meetings, governance meetings and Programme Boards as a way to update stakeholders across the region. 

We also confirmed that a ‘7 Force Monthly Comms’ update is circulated via email to a circulation list which includes the forces Chief Constables, 
DCCs, Heads of Change, Heads of Comms, ICT Directors and Project Managers, HR leads, Estates Leads, Information Management, Force 
Programme Offices, Unison reps and other individuals that have requested to be on the circulation list. From a review of examples sent over the last 
year we noted that they gave a summary of project progress, what had been achieved in the last period and planned for the next period. 

 

7 Force Procurement Risks 

We were provided with the meeting minutes and papers of the 7 Force Strategic Procurement Governance Board meetings held in June, July and 
August 2020. We confirmed that the 7 Forces Procurement Risk Register had been included for presentation at all three meetings. Through review of 
the Risk Register dated August 2020, we noted that this followed the same format as the BCH Template Risk Register, capturing the same key 
information. We also noted that the risk scoring matrix and system used was consistent with that used by the BCH collaborative units. Therefore, BCH 
can take assurance with regard to the consistency of risk scoring within 7 Forces Procurement.    

Through review of the meeting minutes for the above meetings, we noted that the Risk Register had been presented at each meeting, with appropriate 
discussion and challenge held regarding changes to risks and risk scores, new risks, and required actions. We also confirmed that the membership of 
the Board included representatives from the three BCH Forces and OPCC’s. 

 

Deep Dive 

We selected three risks from each collaborated portfolio of Operational Support, Organisational Support and Joint Protective services 

Organisational Support 

We were provided with the Unit Risk Registers for the following sample of collaborative units within Organisational Support: - Human Resources; (HR) 
- Professional Standards Department (PSD) - Information Management Department (IMD) We noted that each unit used a spreadsheet that was 
consistent with the standard BCH template however:  
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The PSD spreadsheet does not include the mitigations (controls) column, so it is not clear how the movement from the initial to current risk score has 
been assessed. We also noted that they do not include a copy of the risk matrix as in the standard template.  We have agreed a low priority action with 
management detailed in section two of this report. 

We selected three risks from the 9 September 2020 Organisational Risk Register, these were:  

• 421 (Data Protection Regulation);  

• 423 (HR Operating Model); and  

• 432 (0365 Training). 

We reviewed the controls in place and assurances noted on the Risk Register with the risk owners for each risk. We were provided with supporting 
information to evidence the documented controls and assurances. Through review of the documentation we confirmed that in all three cases the 
controls and assurances were accurately documented on the Risk Register. The documentation we reviewed included business cases, meeting 
agendas, meeting minutes and reports and action logs. Based on the discussions with the risk owners and the supporting evidence supplied, we 
confirmed that the risk scoring and description was appropriate. We confirmed that assurances had been provided on a monthly basis for all three risks 
and that actions were clearly assigned with completion dates on the Risk Register.  

Operational Support 

We reviewed three collaborated risks from Orchidsoft these were: 

• STR788; 

• STR778, and 

• STR787. 

We confirmed that in each case the risk was clearly described together with its impact with the risk owner and controls documented, they had also 
been reviewed within the last month.  We noted that actions and assurances are all in one section and no separate sections for these to be recorded 
and therefore not clearly documented.  We have raised this issue previously, where it was identified that the existing controls, planned actions and 
assurance are separately documented. However, the organisations are currently limited by the system set up.  We have raised this issue within 
previous reports covering our review of the risk management process for Hertfordshire only. 

JPS 

We selected three risks from the September 2020 JPS Risk Register, these were:  

• APU768 (APU Training);  

• SSU781 (SOCO Accommodation); and  

• CSMT692 (Forensics Accreditation). 
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We reviewed the controls in place and assurances noted on the Risk Register with the risk owners for each risk. We were provided with supporting 
information to evidence the documented controls and assurances. Through review of the documentation we confirmed that in all three cases the 
controls and assurances were accurately documented on the Risk Register. The documentation we reviewed included business cases, papers and 
minutes of meetings as well as email trails with the Estates Department. Based on the discussions with the risk owners and the supporting evidence 
supplied, we confirmed that the risk scoring and description was appropriate.   

We confirmed that assurances had been provided within the last month for each risk at the time of this review.  

For Pursuit however, there was no section to record the controls and therefore it is not clear how the initial risk score moved to the current risk score, 
there is also no description of the risk, nor does it include a copy of the standard BCH risk matrix in line with expectation. It is therefore not clear what 
the risk is, nor how it has been scored. For the main Roads Policing Risk Register there is also no section for recording controls which also means it is 
not clear how the risk score moved from initial to current risk score. We noted that this Register includes guidance giving the standard BCH risk matrix 
and includes a description of the risk.  We have agreed a low priority action with management detailed in section two of this report. 

 

COVID-19 Risks 

We noted through discussion that the Cambridgeshire Force Risk and Change Controller had responsibility to coordinating the COVID-19 Risk 
Register. From April 2020 reporting was weekly to the BCH Gold Group, but during the summer this reduced to fortnightly. The process has been to 
provide a copy of the previous Register to all the heads and/or delegated appointees of departments and seek updates by email during the three or 
four working days prior to the meeting, then provide a copy of the updated Register each second Thursday in time for the Gold Group.  

Although not part of the essential process, the Cambridgeshire Force Risk and Change Controller maintains a record of who responds, so he knows to 
whom to send reminders, who has not responded at all is noted in the updated version of the Register as well as identifying who has provided 
substantive updates and who had advised “no change” which is also noted on the updated Register.  

From our review of the Risk Register we noted that it included individual units from across BCH, in addition from 7 Force Procurement and ERSOU 
with the last updates recorded in October 2020.  
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2. DETAILED FINDINGS AND ACTIONS 
This report has been prepared by exception. Therefore, we have included in this section, only those areas of weakness in control or examples of lapses in 
control identified from our testing and not the outcome of all internal audit testing undertaken. 

Joint Audit Committees Assessment: 

Control 

 

The Joint Audit Committees (JAC) for Bedfordshire, Cambridgeshire and Hertfordshire receive regular risk 
management reports from each Force and OPCC which consider local policing and collaboration, and 
reports in relation to 7 Force collaboration. 

Design 

 

Compliance 

 

 

× 

Findings / 
Implications 

Bedfordshire 

We reviewed the meeting agendas corresponding papers for the March, June and September 2020 JAC meetings. We noted that the 
OPCC and Force Risk Registers were presented and reviewed. Within the OPCC Strategic Risk Register reported to the September 2020 
meeting we noted reference was made to BCH activities. We also noted that at each meeting a Force Overview Report gave updates on 
three and 7 Force collaborated projects, however there was no report that gave the Committee assurance on how collaborated risks were 
being managed. 

Cambridgeshire 

Through review of the meeting minutes and papers of the meetings in January, April and July 2020 JAC, we confirmed that they received 
a Risk Register for review at each meeting alternating between the Constabulary Operational Risk Register and the Joint Strategic Risk 
Register. From the meeting minutes we noted that the Committee are presented with a verbal summary which included discussion of 
individual risks to understand the background and the activities taking place to managing them. We confirmed that the relevant Risk 
Register had been reviewed at each meeting, with the Constabulary Operational Risk Register containing Organisational Support risks.   

In discussion with the Chair of the JAC we were informed that there was concern on the lack of assurance received covering 7 Force. We 
noted in the Joint Strategic Risk Register that there were some references to 7 Force within actions and assurances which included PEQF 
(Policing Education Qualifications Framework), and in July 2020 a paper had been distributed to members in regard to a 7 Force Road 
map.  

However, there is a risk that the Committee are not receiving sufficient assurance on how project and business as usual risk is being 
managed. 

Hertfordshire 

We confirmed that the papers for the September 2020 meeting of the Hertfordshire JAC included update reports on both the Constabulary 
and OPCC risk registers. We noted that both the Constabulary and OPCC risk updates included summary dashboards which provided key 
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Joint Audit Committees Assessment: 

details such as the total number of risks at each risk level, and details of the top risks, based on control risk score (risk score adjusted for 
control implementation) and the length of time since the risk score had been reduced.  

Additionally, we noted that the Constabulary report provided updates on risk rated medium-high or above, as well as details of additions, 
removals, and re-scored risks. The same details were provided in the OPCC report, but with updates for all risks.  

Through review of the meeting minutes for the July 2020 JAC meeting, we noted that update reports were received regarding both the 
Constabulary and OPCC Risk Registers, with discussion held regarding additions and removals of risks within the Registers, and the 
appropriateness of risk ratings, with actions developed as required. We also noted from the September meeting papers:  

• Report on BCH Change Programme;  
• Strategic Risk Register item from the JPS Risk Register.  

From review of the Strategic Risk Register we noted references to JPS, Organisational Support and Operational Support. We also noted a 
7 Force Report in November 2019 and a 7 Force update report in March 2020. However, the JAC does not receive any reporting that 
would give the Committee assurance on project and business as usual risk, as a result they may not have sufficient information on how 
those risks are being managed. 

Management 
Action 1 

Bedfordshire 

The Bedfordshire Joint Audit Committee will consider what 
assurances it requires from 7Force reports currently available 
including monthly update, project highlight report and 
Procurement risk register.  The Committee will also consider the 
adequacy of assurance received on the management of BCH risk 
particularly with JPS. 

  

Responsible Owner: 

Phil Wells, ACO, Bedfordshire Police 

Date: 

April 2021 

Priority: 

Medium 

Management 
Action 2 

Cambridgeshire 

The JAC will start to receive 7F Collaboration update from its 
January 2021 meeting on a six-monthly basis. 

The 7F Programme Director will also invited to the JAC meetings. 

 

Responsible Owner: 

Nancy Leversha 

Date: 

January 2021 

Priority: 

Medium 
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Management 
Action 3 

Hertfordshire 

The Hertfordshire Joint Audit Committee will consider what 
assurances it requires from 7Force reports currently available 
including monthly update, project high light report and 
Procurement risk register. 

 

Responsible Owner: 

James Cook, Director of Resources, 
Herts Constabulary 

Date: 

March 2021 

Priority: 

Medium 

 

Strategies and Procedures Assessment: 

Control 

 

Organisational Support, Operational Support and Joint Protective Services are managed through 
Cambridgeshire Constabulary, Hertfordshire Constabulary, and Bedfordshire Constabulary respectively. 
There is consistency on the risk management methodology used by all three Forces, and these have been 
adopted by the collaborated services each Force leads on with the exception of Joint Protective Services. 
The risk management policies and procedures in place at each Force explain how they consider collaborated 
risks for the units where they are the lead, and those led by one of the other Forces. 

Design 

 

Compliance 

 

 

× 

 

Findings / 
Implications 

We reviewed the Risk Management Strategies for Bedfordshire, Cambridgeshire and Hertfordshire.  Although these documents are 
written and approved for their own organisations and individual governance structure, we considered them to ensure that basic principals 
were consistent to ensure that for collaborated risk, each could take assurance that those risks were being measured on the same basis. 
We specifically noted that they were consistent with defining the level of risk appetite score of 13 and the scoring system within the 5 x 5 
risk matrices.  

JPS  

From our review and discussions with Senior Officers and Staff we confirmed that Units within Operational and Organisational Support 
followed the risk management procedures used by their lead Force. However, in discussion with JPS we were informed that they have no 
procedures. We did note from the excel spread sheet used by Roads Policing that there was use of the risk scoring matrix consistent with 
the procedures used by the three Forces.  

If guidance on risk management is inconsistent, there is a risk that staff understanding may differ across the Constabularies, leading to 
inconsistencies in the risk management processes used in different Collaborative units.  

Bedfordshire 

We noted from each Risk Management Strategy there was mention of collaborated risk. The Bedfordshire Risk Management Strategy 
notes that strategic risks are managed by and through Force and Strategic Alliance Governance structures, with the Joint Chief Officer 
Group having responsibility for risks relating to collaboration and strategic direction.  
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Strategies and Procedures Assessment: 

Cambridgeshire  

We noted from the Risk Management Strategy for Cambridgeshire that in relation to collaborative opportunities between Bedfordshire 
Police, Cambridgeshire Constabulary and Hertfordshire Constabulary it is stated that these are held on the system of the lead Force 
(4Risk for Cambridgeshire and Orchidsoft for Hertfordshire and Bedfordshire). Senior Managers and the respective risk teams within 
Bedfordshire, Cambridgeshire and Hertfordshire (BCH) have access to each other’s system for monitoring purposes. While accountability 
for escalating risks rests with the heads of the collaborated units, Cambridgeshire Force Risk Officer has responsibility for regularly (at 
least quarterly) reviewing collaborated Risk Registers (and where appropriate, escalating risks that have not already been escalated).  

Hertfordshire 

We noted from the Risk Management Strategy for Hertfordshire it is stated that Collaborated Units at a local level are to ensure risks are 
managed effectively in units under their control to ensure annual plans are informed by a rigorous assessment of risks; and to nominate a 
Risk Co-ordinator to manage the risks within the Orchidsoft Risk Management System to escalate risks to the next level if necessary. 
Cambridgeshire manage Organisational Risk on their own internal system – a review is underway to combine the management of these 
risks.   

There is a risk that collaborated risk are being treated differently across the three Forces and collaborated units and each Force may not 
be able to place reliance that all risks are being manged adequately. 

Management 
Action 4 

Bedfordshire  

The Risk Management Strategy will be reviewed with 
consideration to developing a consistent treatment of collaborated 
risks in line with Cambridgeshire and Hertfordshire.   

Responsible Owner: 

Phil Wells, ACO, Bedfordshire Police 

Date: 

June 2021 

Priority: 

Medium 

 

Management 
Action 5 

JPS  

A Risk Management Strategy and Procedure will be developed. 
As JPS use Orchidsoft for the recording of risks the Hertfordshire 
Strategy and Procedure will be consulted. 

Responsible Owner: 

Phil Wells, ACO, Bedfordshire Police 

Date: 

June 2021 

Priority: 

Medium 
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With the use of emails for the transfer of information, and through electronic communication means, remote working has meant that we have been able to complete 
our audit and provide you with the assurances you require. It is these exceptional circumstances which mean that 100 per cent of our audit has been conducted 
remotely. Based on the information provided by you, we have been able to undertake our sample testing. 

Background 
 
As part of the internal audit plan for 2020/21 we have performed a review to follow up progress made to implement the previously agreed management actions from 
our BCH Procurement report 2.19/20 where we identified management could take could not take assurance that the controls relied upon to manage the area were 
suitably designed, consistently applied or effective.  
 
Since our original report a 7 Force Procurement service was established together with revised procurement standing orders which have been added to the latest 
version of the BCH Financial Regulations.  This has resulted in a change in the responsibilities split between the Collaborated Procurement function and Local 
Force teams which has been reflected within our findings.  Particularly the threshold has changed from £25k up to £50k where local teams take responsibility for 
the procurement process. 
 
Internal Audit had previously issued a final report covering our audit of the new 7 Force Procurement service reference 2.20/21, where findings within that report 
support progress in the completion of actions and we have made reference to them in this report. 
 
The eight management actions considered in this follow up review comprised of one high, six medium and one low priority actions. The focus of this review was to 
provide assurance that all actions previously made have either been adequately implemented. 

Conclusion  
Taking account of the issues identified in the remainder of the report in our opinion the organisations have demonstrated poor progress in implementing the 
agreed management actions to date.  Although we have noted progress within the new 7 Force service in implementing actions we were not able to perform any 
sample testing of transactions below the £50k threshold which are the responsibility of local teams, as systems are not in place to enable the monitoring of these 
contracts and thereby check compliance against the Financial Regulations.  We have made amendments to the original actions and their priority in discussion with 
management. 

 

 

EXECUTIVE SUMMARY – PROCUREMENT FOLLOW UP 
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Progress on actions 
The following table includes details of the status of each original management action: 

Implementation status 
by management action 
priority 

Number of 
actions agreed 

Status of management actions  

Implemented 
(1) 

Implementation 
ongoing 

(2)

Not implemented 
(3) 

Superseded 
(4) 

Completed or no 
longer necessary 

(1) + (4) 

Low 1 0 1 0 0 0 

Medium 6 1 3 2 0 1 

High 1 0 0 1 0 0 

Totals 8 1 4 3 0 1 
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2 FINDINGS AND MANAGEMENT ACTIONS 
Status Detail 

1 The entire action has been fully implemented. 
2 The action has been partly though not yet fully implemented. 
3 The action has not been implemented. 

4 
The action has been superseded and is no longer applicable. 
 

 

Ref Management action Original  
date 

Original 
priority  

Audit finding Current 
status 

Updated 
management 
action

Priority 
issued 

Revised  
date 

Owner 
responsible 

1.1 Evidence of supplier 
details checks taking 
place will be retained in 
all instances, whether by 
phone or email. 

October 
2020 

Medium Responsibility for setting up 
new suppliers has changed 
since the original audit.  
Although the 7 Force service 
will set up a new supplier as 
part of the process to agree 
a new contract or Single 
Tender Action (STA), sample 
testing of these was included 
in our audit of the 7 Force 
service.  Otherwise the setup 
of any other new suppliers 
including those for contracts 
valued below £50k are the 
responsibility of local teams. 
We confirmed the following 
through review of a sample 
of 20 supplier additions 
performed by local teams for 
Bedfordshire, 
Cambridgeshire and 
Hertfordshire: 

1 N/A N/A N/A N/A 
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• an internal form (to notify 
Procurement of the 
supplier addition and 
expected spend) and 
external form (to record 
the supplier’s details, for 
example their bank 
details) had been 
completed; 

• the addition had been 
appropriately approved; 

• an independent check of 
the Supplier External 
Form had been completed 
to the eFinancials system; 
and 

• the supplier’s details on 
the external form matched 
those input to the 
eFinancials system. 

1.2 For contracts entered into 
as a result of Single 
Tender Action Requests, 
supplier due diligence will 
be undertaken by the 
requester and provided to 
the Procurement 
department to be 
centrally retained. 

31 
October 
2020 

Medium As part of the 7Force audit 
we selected a sample of 10 
Single Tender Actions 
(STAs) raised in the current 
year as per the reported 
STAs list from September 
2020 (which show all STAs 
raised in the year).  

We confirmed that in nine 
out of ten cases a STA form 
had been completed. In the 
final case, we were informed 
that following a meeting this 
had been decided to go 
through a tender process 
and therefore is to be 
removed from the STA list, 

3 Due diligence will be 
embedded in the 
STA so that it is 
retained with the 
record.   

7Force Procurement 
will only progress 
STAs submitted on 
the current form. Any 
other documents will 
be rejected.   

We will remind the 
relevant personnel at 
the 7 Forces that, all 
requests for a single 
tender action must 

Medium 30 April 
2021 

Head of 
Governance 
and Standards 
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we were provided with 
evidence to support this 
through e-mail trail. 

We confirmed in all cases 
that the reason for the single 
tender action was 
appropriate, and that a 
review by procurement had 
been included, with the 
single tender action reported 
to the following quarter's 
Strategic Governance 
Board. 

Of the nine completed, we 
found that eight had been 
completed on the 
appropriate form. In the 
remaining case this 
appeared to have been 
completed on one of the 
local force forms instead of 
the 7 Force STA form. 
Although this form obtained 
the appropriate CFO 
approval, the form does not 
provide the same level of 
detail of information.  

There is a risk as a result 
that if the appropriate forms 
are not utilised sufficient 
information may not be 
provided to ensure that the 
STA is appropriate.  

We additionally selected a 
sample of five STAs for BCH

be considered by 7 
Force Procurement 
prior to progression. 

For local action 
please refer to 
paragraph 3. 
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from 7 Force for contracts 
over £50k and confirmed 
that for two there was no 
evidence of due deligance 
checks or an explanation of 
why checks were not 
performed. 

For contracts below £50k 
please see paragraph 1.3 
below. 

1.3 Three quotations for 
purchases between £5k 
and £25k will be saved 
centrally by individuals 
ordering goods/services 
and a regular dip sample 
of compliance with this 
requirement will be 
undertaken by 
Procurement. 

31 
October 
2020 

Medium We confirmed from review of 
the Financial Regulations 
and in discussion with the 
Head of Strategic 
Procurement and the Head 
of Governance and 
Standards 7F Procurement 
that the threshold is now 
£50k below which 
responsibility rests with the 
local Force teams. However, 
we were informed in 
discussion with the Heads of 
Finance for Bedfordshire, 
Cambridgeshire and 
Hertfordshire that there was 
no contract registers from 
which we could select a 
sample.   

We did look at options 
through the purchase ledger 
and new suppliers by which 
we might identify contracts 
but without success.  As a 
result with have agreed a 

3 The ability to capture 
the evidence of quotes 
within existing systems 
will be investigated as 
an initial step. This will 
either be:  

1. through the 
purchase ledger where 
evidence will be 
attached to the PO. 
PO’s will not be 
approved unless the 
evidence is provided. 
This will be backed up 
by a no PO / no pay 
policy; or 

2. the use of e-
procurement across 
BCH including 
appropriate workflow 
approvals and similarly 
capturing evidence as 
part of the PO / 
requisition process. 

High  

 

 

31 May 
2021 

 

 

 

 

1 Oct 
2021 if 
Beds and 
Cambs 
respectiv
ely 
decide to 
implemen
t e-

CFOs of each 
Force 
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new action with a high 
priority to identify and 
monitor completion of the 
required quotation checks in 
line with the Financial 
Regulations. 

procurem
ent 

1.5 The request for support 
document that needs to 
be completed by all 
stakeholders for 
Procurement 
engagement will identify if 
it is a grant or a 
procurement process and 
the relevant processes 
will apply.   

A direct award will not be 
made unless there is an 
appropriately authorised 
Single Tender Action 
Request (STA) form in 
place. 

31 
October 
2020 

Medium The findings relating to the 
review and sample testing of 
STA’s has been covered in 
paraghaph 1.2 above where 
issues were identified and a 
further action agreed. 

 

2 Please refer to 
action in 1.3 
paragraph for local 
response. 

   

1.6 The Procurement 
department will add 
Single Tender Actions to 
the pipeline and will 
ensure that relevant 
departments are liaised 
with in advance of 
contract expiry to ensure 
that contract tendering 
can be planned 
appropriately. 

30 
Septemb
er 2020 

Medium We were informed by the 
Head of Strategic 
Procurement and the Head 
of Governance and 
Standards 7F Procurement 
that where relevant, STAs 
will be added to the 7 Force 
Procurement pipeline for 
future procurement activity.  

Some requirements may be 
genuinely one off and not 

2 7 Force 
Procurement 
department will add 
Single Tender 
Actions to the 
pipeline and will 
ensure that relevant 
departments are 
liaised with in 
advance of contract 
expiry to ensure that 
contract tendering 

Medium 30 April 
2021 

Head of 
Category 
Management 
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required on a recurring 
basis.  

We confirmed that a 7 Force 
Procurement Pipeline was in 
place relating to projects 
valued above £1m, and 
confirmed it was presented 
at each of the last three 
Procurement Strategic 
Governance Board meetings 
in June, July and August 
2020.     

Through discussion with the 
Head of Strategic 
Procurement we were 
informed that under the 
current processes there 
were recognised 
weaknesses in the linking 
between the contract 
register and the pipeline 
processes, but this has been 
acted upon with the 
acquisition of the new 
Atamis system to allow 
tracking of spend on 
individual contracts, as 
presently there is no specific 
link between the purchase 
order and the contract it 
relates to, to ensure 
intended spend has not 
been exceeded.  

The new system was 
introduced in December 
2020, and was in the 

can be planned 
appropriately.  

Please refer to 
action in paragraph 
1.3 for local 
response 
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process of being populated 
at the time of this review and 
we did not undertake further 
testing of the current 
processes due to the 
recognised weaknesses.  

Through review of the 
documentation for the new 
system we found that the 
system would act as a 
centralised point for a central 
register for corporate 
initiatives, programmes and 
projects, resource planning, 
and procurement pipeline 
planning. We additionally 
confirmed that the system 
allows monitoring of contract 
spend including notifications 
of when the approved 
expenditure level of a 
contract has been 
surpassed. 

For the local teams please 
refer to action in paragraph 
1.3. 

1.7 A handover process for 
the change of key 
contract leads mid-way 
through contracts will be 
put in place.   

Dip sampling of 
compliance with contract 
management processes 

 Medium We were informed by the 
Head of Strategic 
Procurement and the Head 
of Governance and 
Standards 7F Procurement 
that key contracts have a 
Contracts Manager assigned 
to them and others are 
managed within the 

2 A handover process 
for the change of key 
contract leads mid-
way through 
contracts will be put 
in place.   

Dip sampling of 
compliance with 

Medium 30 Jun 
2021 

Head of SRM 
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by operational leads will 
be undertaken by 
Procurement. 

Category Management 
Team.  

To enable a formal handover 
process 7 Force 
Procurement is developing a 
contract management suite 
of documents and will be 
working with key 
stakeholders to implement 
these processes. Atamis 
also has a contract 
management module which 
is being implemented as part 
of the overall package and 
will have recorded actions 
with operational leads. 

At the time of this review 
Atamis was in the process of 
implementation 

contract 
management 
processes by 
operational leads will 
be undertaken by 
Procurement. 

1.8 Those processing 
purchase orders for 
Bedfordshire and 
Cambridgeshire will 
ensure there is a check of 
the approver undertaken 
against the authorised 
signatory list before these 
are processed. 

31 July 
2020 

High Although we reviewed a 
sample of purchase orders 
for Bedfordshire, 
Cambridgeshire and 
Hertfordshire as part of our 
review of accounts payable 
and confirmed approval 
within delegated limits, we 
attempted to review a 
sample of contracts below 
£50k and related purchase 
orders.  As explained within 
the findings in section 1.3 
above, this was not possible.  

3 Please refer to 
action in 1.3 
paragraph for local 
response. 
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Therefore this action 
remains outstanding.  
Although the original sample 
identified an issue with 
Bedfordshire and 
Cambridgeshire, the inability 
to perform testing this time 
does, we cannot confirm 
there is no issue with 
Hertfordshire. 
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rsmuk.com 
The matters raised in this report are only those which came to our attention during the course of our review and are not necessarily a comprehensive statement of all the 
weaknesses that exist or all improvements that might be made. Actions for improvements should be assessed by you for their full impact.  This report, or our work, should not 
be taken as a substitute for management’s responsibilities for the application of sound commercial practices. We emphasise that the responsibility for a sound system of 
internal controls rests with management and our work should not be relied upon to identify all strengths and weaknesses that may exist.  Neither should our work be relied 
upon to identify all circumstances of fraud and irregularity should there be any. 

Our report is prepared solely for the confidential use of Police and Crime Commissioner for Cambridgeshire and Cambridgeshire Constabulary and solely for the purposes set 
out herein. This report should not therefore be regarded as suitable to be used or relied on by any other party wishing to acquire any rights from RSM Risk Assurance 
Services LLP for any purpose or in any context. Any third party which obtains access to this report or a copy and chooses to rely on it (or any part of it) will do so at its own 
risk. To the fullest extent permitted by law, RSM Risk Assurance Services LLP will accept no responsibility or liability in respect of this report to any other party and shall not 
be liable for any loss, damage or expense of whatsoever nature which is caused by any person’s reliance on representations in this report. 

This report is released to you on the basis that it shall not be copied, referred to or disclosed, in whole or in part (save as otherwise permitted by agreed written terms), without 
our prior written consent. 

 

For more information contact 
Dan Harris, Head of Internal Audit 

daniel.harris@rsmuk.com  

Tel: 07792 948767 

 

Suzanne Rowlett, Senior Manager 

Suzanne.rowlett@rsmuk.com 

Tel: 07720 508148 
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