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As a practising member firm of the Institute of Chartered Accountants in England and Wales (ICAEW), we are subject to its ethical and other
professional requirements which are detailed at http://www.icaew.com/en/members/regulations-standards-and-guidance.
The matters raised in this report are only those which came to our attention during the course of our review and are not necessarily a
comprehensive statement of all the weaknesses that exist or all improvements that might be made.
Recommendations for improvements should be assessed by you for their full impact before they are implemented. This report, or our work, should
not be taken as a substitute for management’s responsibilities for the application of sound commercial practices. We emphasise that the
responsibility for a sound system of internal controls rests with management and our work should not be relied upon to identify all strengths and
weaknesses that may exist. Neither should our work be relied upon to identify all circumstances of fraud and irregularity should there be any.
This report is supplied on the understanding that it is solely for the use of the persons to whom it is addressed and for the purposes set out herein.
Our work has been undertaken solely to prepare this report and state those matters that we have agreed to state to them. This report should not
therefore be regarded as suitable to be used or relied on by any other party wishing to acquire any rights from RSM Risk Assurance Services LLP
for any purpose or in any context. Any party other than the Board which obtains access to this report or a copy and chooses to rely on this report (or
any part of it) will do so at its own risk. To the fullest extent permitted by law, RSM Risk Assurance Services LLP will accept no responsibility or
liability in respect of this report to any other party and shall not be liable for any loss, damage or expense of whatsoever nature which is caused by
any person’s reliance on representations in this report.
This report is released to our Client on the basis that it shall not be copied, referred to or disclosed, in whole or in part (save as otherwise permitted
by agreed written terms), without our prior written consent.
We have no responsibility to update this report for events and circumstances occurring after the date of this report.
RSM Risk Assurance Services LLP is a limited liability partnership registered in England and Wales no. OC389499 at 6th floor, 25 Farringdon
Street, London EC4A 4AB.
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1

INTRODUCTION

The Internal Audit Plan for 2017/18 was approved by the Joint Audit Committee in March 2017. This report provides a
summary update on progress against that plan and summarises the results of our work to date.

2

REPORTS CONSIDERED AT THIS JOINT AUDIT
COMMITTEE

This table informs of the audit assignments that have been completed and finalised and the impacts of those findings
since the last Joint Audit Committee. The Executive Summary and Key Findings of the assignments below are
attached to this progress report. We have finalised one Cambridgeshire only report and one collaborative report since
the last meeting, these are shown in bold in the tables below. We have also issued a further Cambridgeshire only
report in draft and we have arranged an additional meeting to discuss the findings of this review with management at
the Force.
2017/18 - Cambridgeshire only
Assignments

Planned
(As per Audit
Plan

Status
(Planned start date)

Opinion issued

Actions agreed

H

M

L

Seized Property and Controlled Q1
Drugs (1.17/18)

Draft Report Issued
24 July 2017.

Note – Draft is no assurance, meeting to
be held 29th September 2017 to discuss
the report and actions required.

Equality & Diversity (2.17/18) Q1

FINAL

Reasonable
Assurance

Medium Term Financial
Planning / Savings Assurance

Q2

In Quality Assurance

Payroll and Expenses

Q2

Fieldwork in Progress

Payments and Creditors

Q2

Fieldwork in Progress

General Ledger

Q2

(10 October 2017)

Capital Accounting and Fixed
Assets

Q3

(6 November 2017)

Delivery of the Police and
Crime Plan

Q4

(29 January 2018)

Governance including transition Q3

(12 February 2018)

Risk Management

Q4

(12 February 2018)

Follow up

Q4

(20 February 2018)

0

4

4
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2017/18 - Bedfordshire, Cambridgeshire and Hertfordshire Collaborative
Assignments

Lead
(Planned as per
Audit Plan)

Status
(Planned start date)

Bedfordshire
Q1

FINAL

Professional Standards

Cambridgeshire
Q1

(18 September
2017)

Cyber Security*

Cambridgeshire
Q4

(6 November 2017)

Preparedness for Athena

Hertfordshire
Q2/3

(24 November
2017)

Governance - follow up

Cambridgeshire
Q4

(27 November
2017)

HR Recruitment & Succession
planning

Cambridgeshire
Q4

(5 January 2018)

Camera, Tickets and Collisions

Bedfordshire
Q3/4

(15 January 2018)

Hertfordshire
Q4
* see change management below in section 2.2

(22 January 2018)

Major crime (1.17/18)

Criminal Justice

Opinion
issued

Reasonable
Assurance

Actions agreed

H

M

L

0

4

4
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2 OTHER MATTERS
2.1 Annual Opinion 2017/18
The JAC should note that the assurances given in our audit assignments are included within our Annual Assurance
report. In particular the JAC should note that any negative assurance opinions will need to be noted in the annual
report and may result in a qualified or negative annual opinion. We have issued no final reports with a negative
opinion to date in 2017/18.

2.2 Changes to the 2017/18 audit plan
Cambridgeshire Only
There have been no changes to the audit plan since the last meeting.
Bedfordshire, Cambridgeshire and Hertfordshire
At the last meeting the Committee were informed that it had been proposed the budget for the ICT reviews is used for
an audit concerning cyber security, the scope of which has been agreed.

2.3 Added value work
We have issued one client briefings since the last Joint Audit Committee.
Articles include
•
•
•

Technical update – guidance and publications
Collaboration – barriers, risks and assurance
Gearing up for change – how collaborative is your culture?
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FOR FURTHER INFORMATION CONTACT
Daniel Harris, Head of Internal Audit
daniel.harris@rsmuk.com
Tel: 07792 948767

Suzanne Rowlett, Senior Manager
suzanne.rowlett@rsmuk.com
Tel: 07720 508148
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APPENDIX A - : CLASSIFICATION OF OPINIONS
We use the following levels of opinion classification within our internal audit reports. Reflecting the level of assurance
the board can take:

Taking account of the issues identified, the organisation
cannot take assurance that the controls upon which the
organisation relies to manage this risk are suitably
designed, consistently applied or effective.
Urgent action is needed to strengthen the control
framework to manage the identified risk(s).

Taking account of the issues identified, the organisation
can take partial assurance that the controls to manage
this risk are suitably designed and consistently applied.
Action is needed to strengthen the control framework
to manage the identified risk(s).

Taking account of the issues identified, the organisation
can take reasonable assurance that the controls in
place to manage this risk are suitably designed and
consistently applied.
However, we have identified issues that need to be
addressed in order to ensure that the control framework
is effective in managing the identified risk(s).

Taking account of the issues identified, the organisation
can take substantial assurance that the controls upon
which the organisation relies to manage the identified
risk(s) are suitably designed, consistently applied and
operating effectively.
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APPENDIX B - : CAMBRIDGESHIRE ONLY EXECUTIVE
SUMMARIES AND ACTION PLANS FROM FINALISED
REPORTS
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EQUALITY & DIVERSITY - EXECUTIVE SUMMARY
1.1 Background
We have undertaken a review of Equality and Diversity as part of our annual internal audit plan for 2017/18.
The HMIC Liaison Officer/Legal Services at Cambridgeshire Constabulary is responsible for ensuring the
Constabulary has robust equality and diversity procedures and monitoring processes.
The Human Resources department has been collaborated between Bedfordshire, Cambridgeshire, and Hertfordshire
(BCH) Constabularies since December 2015. The Human Resources Manager based at Hertfordshire Constabulary
has allocated a Human Resources Advisor to manage all Fairness at Work cases across BCH.
A full strategic assessment was performed at Cambridgeshire Constabulary in April 2016, which developed a four-year
Equality Duty Objectives Action Plan for 2016-20.
These objectives are monitored at quarterly Ethics Equality and Inclusion Group (EEIG) meetings and annually at the
Force Executive Board (FEB). The OPCC Business Continuation Board (BCB) assists the PCC in holding the
Constabulary to account.

1.2 Conclusion
Overall, we found Cambridgeshire Constabulary to have a control framework in place for key aspects of its Equality
and Diversity processes. Review of the control framework identified that Equality, Inclusion and Integrity Policy and
Fairness at Work Procedure had been developed at the Constabulary, which detailed the grievance processes within
the Constabulary. We also confirmed that under-represented groups are recognised as part of the Constabulary’s
recruitment processes.
We did however identify issues in relation to the Constabulary not having any equality and diversity refresher training
in place.
Internal audit opinion:
Taking account of the issues identified, the Constabulary
can take reasonable assurance that the controls in place
to manage this area are suitably designed and
consistently applied. However, we have identified issues
that need to be addressed in order to ensure that the
control framework is effective in managing the identified
area(s).

1.3 Key findings
The key findings from this review are as follows:
Policies
The collaborated Human Resources department have developed an Equality, Inclusion and Integrity Policy. We
reviewed the policy and confirmed that it was fit for purpose in adequately detailing its commitment in driving forward
equality and inclusion. We also confirmed that the policy was available to all staff via the Joint Policies Library on the
BCH intranet.
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Training
A specific training plan in relation to equality and diversity was found to not be in place at Cambridgeshire
Constabulary. Through discussions with the Technology in Learning Team Leader we were advised that all staff and
officers undertake equality training on the current NCALT training system as part of their induction into the
Constabulary. We found that this is currently the only training that Staff and Officers undertake in relation to equality
and diversity.
The Constabulary is currently moving towards using a new Learning Management System, iLe@rn. This is planned to
have multiple mandatory equality and diversity modules embedded in the system, such as 'Equality in the Workplace',
'Learning Disability Awareness' and 'Tackling Racial Discrimination'. We confirmed that the learning modules have not
been finalised, and changes are expected to be made to the system before it is fully implemented across BCH.
We confirmed that the Constabulary does not currently undertake refresher training for staff after they have been
inducted into the Constabulary. Furthermore, we noted that equality and diversity training is not included within the
Constabulary’s equality objectives for the next four years.
There is a risk that a culture could develop where equality and diversity will not be prominent in the Constabulary
should regular refresher training not be provided to all officers and staff. (Medium)
Equality Duty Objectives Action Plan
The Constabulary had undertaken a full strategic assessment in April 2016, which resulted in a four year 'Equality
Duty Objectives Action Plan - 2016-20'. We confirmed that a total of six equality objectives had been developed in the
plan. We also reviewed the Cambridgeshire Police Equality Strategic Assessment document dated April 2016 and
confirmed that the six equality objectives as per the strategic assessment had reconciled to the Equality Objectives
Action Plan presented to the EEIG.
Through review of the Equality Duty Objectives Action Plan and through discussions with the HMIC Liaison
Officer/Legal Services we confirmed that actions are currently in the early stages of implementation and as such have
not yet been required to be formally reported against.
Recruitment
Through discussions with the Human Resources Advisor, we were informed that the Constabulary has developed
posters and business cards to enable Neighbourhood teams to target and market local communities. We confirmed
that these were used when advertising for multiple Cambridgeshire Constabulary recruitment events
We confirmed that that the Constabulary uses: LinkedIn as a Question and Answer forum; a Positive Action mailbox
that individuals can message with questions; and a web communication function on the Constabulary’s website that
gives a ‘snap shot’ of what a candidate is interested in.
The Access Course is a 9 week introductory course presenting different Police functions and departments. It is
designed to provide an understanding of Policing and a question answering forum to potential BME candidates.
Applicants apply for a place by visiting the Constabulary’s website, and four Access Courses are held each year
Diversity Support Groups
The Constabulary currently has seven diversity support groups in place that have signed up to a non-contractual
Service Level Agreement (SLA) dated July 2014 which commits each group to fulfil specific responsibilities. We
reviewed the Service Level Agreement and confirmed: the document was fit for purpose and adequately detailed, for
all seven networks with their responsibilities which include embedding equality and diversity within Cambridgeshire
Constabulary through their actions and contributions.
Police and Crime Commissioner for Cambridgeshire / Equality & Diversity 2.17/18
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As the SLA has not been reviewed since July 2014 there the risk that the diversity support groups documented within
the SLA may not be reflective of the communities or groups of staff at the Constabulary should this document not be
reviewed regularly. (Medium)
Each group demonstrate their activity through regular updates to the Networks Chairs Meeting (formerly known as
Staff Network Forum). We reviewed the minutes from April 2017 and confirmed that representatives from four of the
seven groups had attended the meeting and that all attendees had provided input into meetings with actions being
agreed. We also confirmed that discussions had taken place to try and hold Network Chairs Meetings on a quarterly
basis as intended although this had not happened. There is a risk that diversity support groups may not be
undertaking their role effectively in the Constabulary should Network Chairs meetings not take place in a timely
manner. (Medium)
Fairness at Work (Grievances)
The Constabulary has a Fairness at Work Policy in place which details the grievance processes and prescribed
timescales for each stage. Grievances cases are recorded on a spreadsheet which is managed by the Human
Resources Advisor based at Hertfordshire Constabulary.
We obtained the spreadsheet recording all grievance cases at BCH and selected a sample of six Cambridgeshire
Constabulary related cases to July 2017, of which three were live at the time of the audit and the remaining three had
been closed.
Through review of supporting documentation and through discussions with the Human Resources Manager based at
Hertfordshire Constabulary, we confirmed that five of the six cases in our sample had not been completed in a timely
manner as prescribed by the Fairness at Work Policy. The Human Resources Manager advised that this has been
noted by Human Resources and a paper has been developed and presented to the People Board in April 2017 to
address the timeliness issue of grievance cases.
There is a risk that the Constabulary may not be dealing with people appropriately and could incur financial costs from
any employment tribunals as well as having a negative impact on organisational performance from 'investigations'
should grievance cases not be managed in a timely manner as per the Fairness at Work Policy (Medium)
Governance structure to support equality and diversity objectives
The EEIG is responsible for ensuring that Cambridgeshire Constabulary acts in accordance with its statutory duties to:
eliminate unlawful discrimination; advance equality of opportunity; and foster good relations. They are also responsible
for ensuring the Equality Objectives Framework is implemented, monitored, reviewed and updated.
We reviewed EEIG meeting minutes for the months January and April 2017 and confirmed that the Equality Objective
Action Plan document had been reviewed in both meetings. We reviewed the agenda for the EEIG meeting scheduled
in July 2017 and confirmed that Equality Objectives Governance and Internal, Ethics and Equality Issues and HR
Update had been standing agenda items. We also noted that the next date of the meeting was scheduled for
November 2017, which confirmed that meetings are currently taking place on a quarterly basis.
PCC Business Continuation Board
The OPCC Business Continuation Board (BCB) assists the PCC in holding the Constabulary to account.
The OPCC Business Continuation Board assists the PCC in holding the Constabulary to account on an annual basis.
We reviewed all PCC Business Continuation Board (BCB) meeting minutes in 2017 to the time of the audit (January,
February, March, May and June 2017). We confirmed that a report on Black and Minority Ethnic Recruitment Activity
was reported in the month of May 2017 and previously an annual report was received in November 2016.
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We also reviewed FEB meeting minutes in July 2016 and confirmed that this was the last Equality and Diversity
update provided to the Board. We noted through review of the report that the Constabulary's equality objectives for
2016-20 had been presented and discussed at the meeting. Through discussions with the HMIC Liaison Officer /
Legal Services we were advised that the next update is scheduled to be reported in the FEB meeting scheduled in
July 2017.
Our review also identified four low priority action for management which is detailed further within the Detailed Findings
in Section 2.

1.4 Additional information to support our conclusion
The following table highlights the number and categories of management actions made. The action plan at section two
details the specific actions agreed with management to implement.
Area

Equality and Diversity
Total

Control
design not
effective*
3 (8)

Non
Compliance
with controls*
2 (8)

Agreed actions
Low

Medium

High

4

4

0

4

4

0

* Shows the number of controls not adequately designed or not complied with. The number in brackets represents the total number of controls
reviewed in this area.
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2 DETAILED FINDINGS
Categorisation of internal audit findings
Priority

Definition

Low

There is scope for enhancing control or improving efficiency and quality.

Medium

Timely management attention is necessary. This is an internal control risk management issue that could
lead to: Financial losses which could affect the effective function of a department, loss of controls or
process being audited or possible reputational damage, negative publicity in local or regional media.

High

Immediate management attention is necessary. This is a serious internal control or risk management
issue that may lead to: Substantial losses, violation of corporate strategies, policies or values,
reputational damage, negative publicity in national or international media or adverse regulatory impact,
such as loss of operating licences or material fines.

This report has been prepared by exception. Therefore, we have included in this section, only those areas of weakness in control or examples of lapses in control identified
from our testing and not the outcome of all internal audit testing undertaken.
Ref

Control

Adequate
control
design
(yes/no)

Controls
complied
with
(yes/no)

Audit findings and implications

Priority

No

N/A

Through discussions with the
Medium
Technology in Learning Team
Leader we were advised that all staff
and officers at the Constabulary
undertake equality training on the
current NCALT training system when
they join.

Action for management Implementation
date

Responsible
owner

The Constabulary will
ensure that the training
programme for all staff
and officers is reviewed
in order to consider the
use of equality and
diversity refresher
training.

Human
Resources/
Learning &
Development
/EEI Board

Equality and Diversity
1.1.2

A specific training plan
is not in place at
Cambridgeshire
Constabulary.
The Constabulary’s 10
week induction process
provides equality and
diversity training to all
staff, however
subsequent refresher
training is not provided.
The Human Resources
department is currently
in the process of

June 2018

We confirmed that this is currently
the only online training that staff
undertake in relation to equality and
diversity.
We also confirmed that the
Constabulary does not undertake
refresher training for staff after they
Police and Crime Commissioner for Cambridgeshire / Equality & Diversity 2.17/18
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Ref

Control

Adequate
control
design
(yes/no)

Controls
complied
with
(yes/no)

developing a digital
learning tool for the
Constabulary which is
planned to include
equality and diversity
aspects.

Audit findings and implications

Priority

Action for management Implementation
date

Responsible
owner

Medium

The Constabulary will
ensure that Network
Chairs Meeting take
place on a quarterly
basis and are evidenced
via meeting minutes.

December 2017

CI Chris Savage

December 2017

CI Chris Savage

have been inducted. Furthermore,
we noted that equality and diversity
training is not included within the
Constabulary’s equality objectives
for the next four years.
There is a risk that a culture could
develop where equality and diversity
is not prominent in the Constabulary
should regular refresher training not
be provided to all officers and staff.

1.1.3

The Constabulary has
seven diversity support
groups in place, which
are as follows:
• Unity
• LGBT Network
• Disability Support
Network (DSN)
• Christian Police
Association (CPA)
• Dharmadharaka
(Buddhist network)
• Fusion (Women’s
Network)
• GRTPA (Gypsy,
Roma, Traveller,
Police Association)
All groups signed up to
a non-contractual
Service Level
Agreement (SLA) which
commits to each group

Yes

No

We reviewed the Service Level
Agreement for the staff networks
and confirmed the following:
The document was dated July 2014
and had not been prescribed with a
review date or review frequency; and
The document was not physically
signed by all parties.
We were informed by the Equality
and Inclusion Advisor that although
the document has not been
reviewed in three years it is still
reflective of the function support
groups provide at the Constabulary.

Medium

The Constabulary will
ensure that the Support
Group SLA is updated
periodically in order to
ensure that groups are
reflective of the
communities within the
Cambridgeshire area

We reviewed Networks Chairs
Meeting minutes in April 2017 and
confirmed that discussions had
taken place to try and hold Network
Chairs Meetings on a quarterly
basis.
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Ref

Control

Adequate
control
design
(yes/no)

Controls
complied
with
(yes/no)

to fulfil specific
responsibilities.

Audit findings and implications

Priority

Action for management Implementation
date

Responsible
owner

Medium

The HR Manager will
December 2017
ensure that the HR
Advisor allocated with the
responsibility for ensuring

Human
Resources/

The Equality and Inclusion Advisor
informed that Network Chairs
meetings take place regularly;
however these meetings were
informal in nature and were not
recorded via meeting minutes or
similar.

Each group
demonstrate their
activity through regular
updates to the
Networks Chairs
Meeting (formerly
known as Staff Network
Forum), which meet on
a quarterly basis.

We were also informed that a Terms
of Reference is not in place for the
meeting.
There is a risk that diversity support
groups may not be undertaking their
role effectively in the Constabulary
should Network Chairs meetings not
take place in a timely manner.
Furthermore group chairs may not
be held to account should a terms of
reference outlining the Network
Chairs meetings remit and
responsibilities not be developed.
There is also the risk that the
diversity support groups
documented within the SLA may not
be reflective of the communities or
groups at the Constabulary should
this document not be regularly
reviewed.

1.1.4

A Fairness at Work
Procedure is in place
that details the
grievance processes

Yes

No

We obtained the spreadsheet
recording all grievance cases for
BCH and selected a sample of six
Cambridgeshire Constabulary

Police and Crime Commissioner for Cambridgeshire / Equality & Diversity 2.17/18

Page 16 of 28

Ref

Control

and appeal process for
BCH.
Grievance cases are
recorded on a
spreadsheet for BCH as
each of the three
Constabulary’s operate
three different systems.
The spreadsheet is
managed by the Human
Resources Advisor
based at Hertfordshire
Constabulary.
An individual can
formally raise a concern
or complaint by
completing a BCH
Fairness at Work form
which can be accessed
on the Constabulary’s
intranet.
Once this form has
been completed in full,
an electronic copy of
the form is sent to an email address where it
will be recorded and a
suitable stage manager
assigned to each case.
Human Resources
allocate Fairness at
Work cases to a
suitable manager for

Adequate
control
design
(yes/no)

Controls
complied
with
(yes/no)

Audit findings and implications

related cases made during 2017, of
which three were live at the time of
the audit and the remaining three
had been closed.
Through review of supporting
documentation and through
discussions with the Human
Resources Manager based at
Hertfordshire Constabulary, we
confirmed that five of the six cases
in our sample had not been
completed in a timely manner as
prescribed by the Fairness at Work
policy.

Priority

Action for management Implementation
date

Responsible
owner

Fairness at Work
procedures are adhered
to is proactive in ensuring
that managers are aware
of and comply with the
timescales outlined in the
Fairness at Work
procedures.

Employee
Relations

This will be achieved by
communicating with
managers via emails and
booking in preliminary
meetings in managers’
diaries to meet the
prescribed timescales.

The Human Resources Manager
advised that this has been noted by
Human Resources and a paper has
been developed and presented to
the People Board in April 2017 to
address the timeliness issue of
grievance cases.
We reviewed the 'BCH Fairness at
Work' Decision Paper and confirmed
that Chief Officers were in full
agreement that Fairness at Work
cases must be dealt with promptly.
The financial costs and reputational
risks had been highlighted as
potential outcomes of such issues.
We also confirmed that an options
appraisal had been presented to
address key risks and issues, with
Police and Crime Commissioner for Cambridgeshire / Equality & Diversity 2.17/18
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Ref

Control

investigation within
seven calendar days of
the date the case is
received.
The manager collates
the facts of the case
within 21 days after
being allocated the
case.
A Formal Meeting is to
communicate findings is
subsequently
undertaken within 14
days after facts have
been collated.

Adequate
control
design
(yes/no)

Controls
complied
with
(yes/no)

Audit findings and implications

Priority

Action for management Implementation
date

Responsible
owner

an update scheduled to be provided
to the People Board in October
2017.
There is a risk that the Constabulary
could incur financial costs from any
employment tribunals as well as
having a negative impact on
organisational performance from
'investigations' should grievance
cases not be managed in a timely
manner as per the Fairness at Work
procedure.

The overall process is
prescribed to take
approximately six
weeks from start to
finish.
The Fairness at Work
Procedure is available
to staff via the Joint
Policies Library on the
BCH intranet.
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APPENDIX C - : BCH EXECUTIVE SUMMARIES AND
ACTION PLANS FROM FINALISED REPORTS
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MAJOR CRIME - EXECUTIVE SUMMARY
1.1 Background
An audit of the Major Crime Unit (MCU) supporting the collaborative arrangements between the six corporate soles of
Bedfordshire, Cambridgeshire and Hertfordshire was performed as part of the agreed Internal Audit Plan for 2017/18.
The objective of the review was to provide assurance that the collaborative unit meets the performance targets
established within the Section 22 Agreement.
BCH Joint Protective Services (JPS) consists of eight sub divisions, including the Major Crime Unit, which is
responsible for providing efficient and effective investigations of serious crime. The apportionment rates for the each
Force are based on demand for services and the net revenue expenditure as follows:
•
•
•

Bedfordshire – 27.21%
Cambridgeshire – 32.89%
Hertfordshire – 40.10%

Our review focused on the monitoring and reporting of performance information within the MCU governance structure.
This includes the in depth discussion of individual cases by the MCU Senior Management Team (SMT), and the higher
level summary provided to the JPS Crime SMT. We also confirmed that assurance is supplied to partners on the
performance of the service including compliance with the Section 22 Agreement, which is reported to the JPS Board.

1.2 Conclusion
Overall, we found BCH to have a robust control framework in place for key aspects of Major Crime. Review of the
control framework identified that a Collaboration Agreement was in place for the BCH Joint Protective Services (JPS)
Department and included the service specifications for each unit, including that of the Major Crime Unit. We have
however identified issues in relation to the documentation of meeting minutes/action plans and the accuracy of major
crime related performance data reported to the JPS Governance Board. As such we have provided the following audit
opinion:
Internal audit opinion:
Taking account of the issues identified, the Board can take
reasonable assurance that the controls upon which the
organisation relies to manage this area are suitably
designed and consistently applied.
However, we have identified issues that that need to be
addressed in order to ensure that the control framework is
effective in managing this area.

1.3 Key findings
The key findings from this review are as follows:
We reviewed the Collaboration Agreement for the BCH Joint Protective Services (JPS) Department and confirmed that
it contained basic provisions, including an outline of the collaborated function, the length and termination of the
agreement, amendments to the agreements and the sharing of costs and savings.
Bedfordshire, Cambridgeshire and Hertfordshire Police and Crime Commissioners and Police / Major Crime 1.17/18
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We confirmed that the agreement contained the service specifications for each unit included within the JPS
Department, including that of the Major Crime Unit.
As per the collaboration agreement, the budget for the JPS Department has been identified by the Chief Constables,
and the Head of the BCH JPS as the responsible budget holder for the whole of the department. We noted that
Appendix F within the collaboration agreement included the JPS apportionment rates, with Hertfordshire holding the
majority with (40.10%), compared with Cambridgeshire (32.69%) and Bedfordshire (27.21%). We confirmed that this
was calculated with two main influencing factors: Demand for the service; and Net Revenue Expenditure of each force.
Through discussion with the Detective Superintendent of the Major Crime Unit, we were advised that the Head of
Analytics at Bedfordshire Police reviewed the PEEL requirements and annual plans for each force and designed
performance metrics based on these documents. Through discussions with the Head of Analytics, we confirmed that
‘Key Performance Questions’ had been designed. We reviewed these questions and confirmed that the strategic
contribution, effectiveness, efficiency, and legitimacy areas had been considered. We also confirmed that the A/ACC
had subsequently approved the initial list of MCU performance indicators.
Performance reports are presented at the Major Crime Unit Senior Management Team (MCU SMT) meetings, which
take place on a monthly basis. We reviewed the performance reports from March to May 2017, and confirmed they
were produced on a monthly basis and provided to the MCU SMT. Following review of the performance reports
sampled, we confirmed that they followed a consistent format, and reports indicated good performance. We reviewed
the Joint Protective Services Performance Framework 2016/17 reported for Quarter 4 January to March 2017 and
confirmed that the MCU areas of performance had been RAG rated.. Through review of JPS Governance Board
meeting minutes for November 2016, February 2017, and May 2017 we confirmed that performance framework had
been presented and discussed. We also reviewed MCU SMT Action Updates for months March, April and May 2017
we confirmed that actions were fit for purpose with prescribed owners and an update as to whether they had been
completed or carried forward to future meetings. Therefore, we confirmed our sample of actions updates had been
SMART for JPS Governance Board, JPS Performance Board, and MCU SMT meetings.
We obtained the Terms of Reference for the JPS Governance Board, and confirmed that they were up to date and
appropriately approved. Through review, we identified that the key components of the terms of reference were
provided, including a comprehensive list of the Boards responsibilities, attendees, voting rights and the JPS reporting
structure. We reviewed the meeting minutes from July 2016 to May 2017 and identified that within each meeting, a
high level performance review was discussed in conjunction with the quarterly performance reports.
The JPS Governance Board reports directly to the JPS Board, in these meetings, the JPS Assistant Chief Constable is
held to account for performance/strategic issues. Assurance is provided each of the three forces via the JPS Board
with representatives from each force attending meetings. We reviewed JPS Board meeting minutes for months
November 2016, February 2017 and May 2017 and confirmed that senior members of personnel from each of the
three forces had attended all three meetings.
Our review also identified the following issues, however, which have resulted in medium priority actions being agreed:
We noted that the Major Crime Policy provided a detailed list of procedures which could be read in conjunction with
the policy. We selected a sample of three procedures for testing purposes and noted that the first procedure was last
reviewed in March 2017 and would not need to be reviewed until April 2019; and the remaining procedures were last
modified in December 2014 but had not been reviewed by the dates set, which were May 2015 and January 2016
respectively. There is a risk where procedures are not reviewed in a timely manner, they may be outdated and not in
line with current practices and legislation. (Medium)
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Through review of the Strategic Alliance Joint Protective Services Performance Framework 2016/17 we identified nine
Major Crime BCH performance metrics that are reported on a quarterly basis. We selected the following sample of
indicators for testing to agree to source data for quarter two (July, August and September 2016) and quarter four
(January, February, and March 2017): Live cases; Undetected investigations; and Detected investigations. Through
testing we confirmed that the figures in the Performance Framework had been reported accurately for months July and
August in quarter two, and for the month of March quarter four. For the remaining months however, we identified that
the figures reported in the September 2016 and February 2017 in the framework did not reconcile to source data,
whilst these were not significantly different the information involves a manual counting and is therefore subject to
human error. We also found through discussions with the Business Support Assistant that data is not currently
validated by another member of staff before the data is reported via the Business Partner Performance Manager.
There is a risk that the Force will make decisions based on incorrect information should data not be validated before it
is used for reporting purposes. (Medium)
The JPS Governance Board meets quarterly and a report on JPS Strategic Risks is presented at each meeting.
Through review of the Terms of Reference for the meeting, however, we confirmed that this responsibility had not
been detailed in the document. We reviewed the JPS Risk Register for months October 2016; February 2017; and
May 2017. We confirmed in all months that risks had been documented with the level of risk, the responsible officer,
context of the risk, and existing controls to mitigate the risk. Through review of JPS Governance Board meeting
minutes, we confirmed that risk registers had been presented at the February 2017 meeting. We could not identify
presentation or discussion on the risk register for October 2016 and May 2017 via meeting minutes. Although risk
registers had been developed for the last three quarters, there is a risk that these may not be subject to sufficient
scrutiny at JPS Governance Board meetings should meeting minutes not be evidenced to demonstrate such scrutiny.
Should these not be reviewed and updated regularly this could lead to risks highlighted in registers to materialise.
(Medium)
The Major Crime Unit also has a risk register in place that is presented and discussed at MCU SMT meetings. We
were unable to confirm that the Major Crime Unit risks had been regularly discussed at meetings. Should risk registers
not be reviewed and updated regularly this could lead to risks highlighted in registers to materialise. (Medium)
We obtained the JPS Crime SMT meeting minutes from January 2017 to date and confirmed that ‘Notes and Actions’
had been retained for all three meetings (January, March and May 2017). We confirmed that actions had agreed
responsible owners; however we were unable to identify timescales for implementation of actions. Furthermore, we
could not identify actions being followed up in subsequent meetings. There is a risk that actions agreed in meetings
will not be followed up to completion at JPS Crime SMT group meetings. This could lead to the JPS Crime SMT not
achieving its main objectives. (Medium)
We have also agreed five low priority actions for management which are detailed further within the Detailed Findings in
Section 2.
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1.4 Additional information to support our conclusion
The following table highlights the number and categories of management actions made. The action plan at section two
details the specific actions agreed with management to implement.
Area

Control
design not
effective*

Major Crime

1
Total

(10)

Non
Compliance
with controls*
5

(10)

Agreed actions
Low

Medium

High

5

5

0

5

5

0

* Shows the number of controls not adequately designed or not complied with. The number in brackets represents the total number of controls
reviewed in this area.
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2 DETAILED FINDINGS
Categorisation of internal audit findings
Priority

Definition

Low

There is scope for enhancing control or improving efficiency and quality.

Medium

Timely management attention is necessary. This is an internal control risk management issue that could lead to: Financial losses which could affect
the effective function of a department, loss of controls or process being audited or possible reputational damage, negative publicity in local or
regional media.

High

Immediate management attention is necessary. This is a serious internal control or risk management issue that may lead to: Substantial losses,
violation of corporate strategies, policies or values, reputational damage, negative publicity in national or international media or adverse regulatory
impact, such as loss of operating licences or material fines.

This report has been prepared by exception. Therefore, we have included in this section, only those risks of weakness in control or examples of lapses in control identified
from our testing and not the outcome of all internal audit testing undertaken.
Ref

Control

Adequate
control
design
(yes/no)

Controls
complied
with
(yes/no)

Audit findings and implications

Priority

Action for management Implementation
date

No

We obtained the Major Crime Policy, Medium
dated March 2016. Through
discussion with the Detective
Superintendent of the Major Crime
Unit (MCU), we confirmed that there
was a review of the policy in 2017
but it was decided that no changes
were required.

The Forces will ensure
September 2017
that Major Crime
procedures are reviewed
in a timely manner.

Responsible
owner

Major Crime
1.1.1

There is a Major Crime Yes
Policy in place which
sets out the remit of the
BCH Major Crime Unit
(MCU). The policy
establishes that it is the
responsibility of the joint
MCU capability to
investigate all
allegations of serious
crime.

D/Supt Walker

We could not evidence the review or
approval of the policy within the
MCU meeting minutes.
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Ref

Control

One of the principal
aims of the policy is to
ensure that all
investigations of major
crime are conducted in
an ethical and
transparent manner,
and this is the standard
across the service.
The policy details
approximately 20
procedure documents,
which are to be read
and complied with in
conjunction with the
policy. The procedure
documents cover the
crimes within the MCU
remit.

Adequate
control
design
(yes/no)

Controls
complied
with
(yes/no)

Audit findings and implications

Priority

Action for management Implementation
date

Responsible
owner

There is a risk that where the policy
has not been documented as
authorised, the policy may not be in
line with expectations.
We noted that the policy provided a
detailed list of procedures which
could be read in conjunction with the
policy. We selected the following
procedures for testing purposes:
• BCH09/005 – MCU – Kidnap &
Extortion
• BCH09/008 – MCU - Review
and Case Closure
• BCH09/009 – MCU - Homicide
and Unexplained Death
We noted that the 009 procedure
was last reviewed in March 2017
and would not need to be reviewed
until April 2019. However, we
identified that the 005 and 008
procedures were last modified in
December 2014 but had not been
reviewed by the dates set, which
was May 2015 and January 2016
respectively.
There is a risk where procedures are
not reviewed in a timely manner,
they may be outdated and not in line
with current practices and
legislation.
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Ref

Control

Adequate
control
design
(yes/no)

Controls
complied
with
(yes/no)

Audit findings and implications

Priority

Action for management Implementation
date

Responsible
owner

1.1.3

The Major Crime Unit
record all incidents on
an Ops Deployment
Sheet, which is
maintained by the
Business Support
Assistant – MCU.

No

N/A

Through review of the Strategic
Alliance Joint Protective Services
Performance Framework 2016/17
we identified nine Major Crime BCH
performance metrics that are
reported on a quarterly basis.

Medium

The Force will review the Completed
current process around
data collection and
reporting to ensure that
all data is reported
accurately.

D/Supt Walker

The Senior
Investigating Officer
emails case information
via a standard form sent
to the Business Support
Assistant – MCU, with
details recorded on the
Ops Deployment Sheet.
At month end the
Business Support
Assistant – MCU will
collate the information
recorded in this period
and calculate each of
the nine Major Crime
BCH performance
metrics.
The calculations of
these metrics are not
subjected to validation
checks.

We selected the following sample of
indicators for testing to agree to
source data for quarter two (July,
August and September 2016) and
quarter four (January, February, and
March 2017):

All data will be quality
assessed between the
MCU Business area and
the Performance team
prior to finalisation.

• Live cases;
• Undetected investigations; and
• Detected investigations.
Through testing we confirmed that
the figures in the Performance
Framework had been reported
accurately for months July and
August in quarter two, and for the
month of March in quarter four.
For the remaining months however,
we identified that the figures
reported in the framework did not
reconcile to source data:
• Live cases (September 2016
and February 2017);
• Undetected investigations
(January 2017); and
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Ref

Control

Adequate
control
design
(yes/no)

Controls
complied
with
(yes/no)

Audit findings and implications

Priority

Action for management Implementation
date

Responsible
owner

Medium

The Head of Crime will
August 2017
ensure that JPS Strategic
Risks are regularly
reviewed at the JPS
Governance Board
meeting.

DCS Thomas
and D/Supt
Walker

• Detected investigations
(September 2016, January
2017 and February 2017).
We also confirmed through
discussions with the Business
Support Assistant that data is not
currently validated by another
member of staff before the data is
reported via the Business Partner
Performance Manager.
There is a risk that the Force will
make decisions based on incorrect
information should data not be
validated before it is used for
reporting purposes.
1.1.5a The JPS Governance
Board meets quarterly
and a report on JPS
Strategic Risks is
presented at each
meeting.

Yes

No

The JPS Governance Board meets
quarterly and a report on JPS
Strategic Risks is presented at each
meeting. Through review of the
Terms of Reference for the meeting
however we confirmed that this
responsibility had not been detailed
in the document.
Through review of JPS Governance
Board meeting minutes, we
confirmed that risk registers had
been presented at the February
2017 meeting. We could not identify
presentation or discussion on the
risk register for October 2016 and
May 2017 via meeting minutes.
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Ref

Control

Adequate
control
design
(yes/no)

Controls
complied
with
(yes/no)

Audit findings and implications

Priority

Action for management Implementation
date

Responsible
owner

Medium

The Head of Crime will
ensure that the Major
Crime Unit risk register is
regularly updated and
reported to the MCU
SMT on a quarterly basis
as prescribed. This
review will be evidenced
as such via meeting
minutes.

DCS Thomas
and D/Supt
Walker

Although risk registers had been
developed for the last three quarters,
there is a risk that these may not be
subject to sufficient scrutiny at JPS
Governance Board meetings should
meeting minutes not be evidenced to
demonstrate such scrutiny.
1.1.5b The Major Crime Unit
Yes
also has a risk register
in place that is
presented and
discussed at MCU SMT
meetings. These
comprise of the
following:
• DI Resilience
(medium risk level)
– risk of potential
loss of 5 x DI's & 1
x DCI in the current
financial year
2017/2018 due to
retirement.

No

We were unable to confirm that the
Major Crime Unit risks had been
regularly discussed at meetings.
Should risk registers not be
reviewed and updated regularly this
could lead to risks highlighted in
registers to materialise.

Sept 2017

• Vetting Levels (low
risk level) - MCU
staff reflected at
the correct vetting
levels as required
by role profiles and
in the event of
national critical
incidents.
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Ref

Control

1.1.6

There is a JPS Crime
Yes
SMT group in place, the
purpose of which is to
improve service delivery
and efficiencies to the
business and to
facilitate communication
between the different
departments within JPS
Crime, enabling
improved problem
solving and the smooth
transition of any change
across the departments.
The JPS Crime SMT
meets on a bi-monthly
basis, and is chaired by
the Head of JPS Crime.

Adequate
control
design
(yes/no)

Controls
complied
with
(yes/no)

Audit findings and implications

Priority

No

We obtained the JPS Crime SMT
Medium
meeting minutes from January 2017
to date and confirmed that ‘Notes
and Actions’ had been retained for
all three meetings (January, March
and May 2017). We noted that these
meetings included HR updates,
training and development and a
finance update consistent with their
terms of reference.

Action for management Implementation
date

Responsible
owner

The JPS Crime SMT
group will ensure that
meeting minutes and
consistent and action
plans have responsible
owners, prescribed dates
for completion, and
updates with regards to
progress sections in
meeting minutes going
forwards.

D/ Supt Walker

Sept 2017

DCS Thomas

We confirmed that actions had
agreed responsible owners; however
we were unable to identify
timescales for implementation of
actions.
Furthermore, we could not identify
actions being followed up in
subsequent meetings.
There is a risk that actions agreed in
meetings will not be followed up to
completion at JPS Crime SMT group
meetings. This could lead to the JPS
Crime SMT not achieving its main
objectives.
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